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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEM ITPOT'PAMMBI
INPOPECCUOHAJIBHOI'O MOAYJIA

«IIM.01 BBIIOJTHEHUE PABOT 11O NPOEKTUPOBAHUIO CETEBOWM
HNHOPACTPYKTYPBI»

1.1. Ilens u nnanupyemoie pe3yiomamaol 0C60EHUA NPOPECCUOHATILHO20 MOOY/IA

B pesynbrare u3ydeHus npodeccCHOHATHLHOTO MOJIYJsS CTYISHT JOJDKCH OCBOUTH OCHOBHOWM BHJI
JIesITeIbHOCTH BEIMoTHeHne padoT M0 MPOEKTHPOBAHHUIO CETEBOM MH(PACTPYKTYPHI U COOTBETCTBYIOIIHE
eMy o0Irie KOMITETeHIINY 1 Tpo(eccnoHaIbHbIE KOMITETEHITHH:

1.1.1. IlepeveHnb OOIIMX KOMITCTSHITHIA

Kox HaumeHnoBaHue 001IMX KOMIIETEHIU I

OK 1. BeiOupare cnocoObl  pemieHuss 3ajad  NpO(ECCHOHAIBHOW  JIEeSATEIbHOCTH,
IPUMEHUTENBHO K Pa3IMYHbIM KOHTEKCTaM

OK 2. OcymiecTBIATh TIOUCK, aHAIM3 ¥ UHTEPIpETannio HHpopMaIuu, HeoOX0MMOHN IS
BBINOJIHEHUS 3a]1a4 TPO(PECCHOHATILHON €A TEIbHOCTH

OK 3. [ImanupoBaTh M peayn30BBIBaTh COOCTBEHHOE MPO(ECCHOHAIBLHOE W JMYHOCTHOE
pa3BUTHE.

OK 4. PaGoratp B KOJIIEKTUBE U KOMaH 1€, 9()()EKTUBHO B3aMMOICHCTBOBATH C KOJUIETAMH,
PYKOBOJICTBOM, KJIIMEHTAMHU.

OK'5. OcCylecTBISATh YCTHYIO U HUCBMEHHYIO KOMMYHHUKALMIO Ha TOCYJapCTBEHHOM
A3bIKE C YU€TOM 0COOEHHOCTEN COLMAIBHOIO U KYJbTYPHOTO KOHTEKCTA.

OK 6. [TposiBnsATH IPaX/1aHCKO-IaTPUOTHYECKYIO MO3ULHIO, JIEMOHCTPUPOBATh
0CO3HaHHOE MOBE/ICHUE HA OCHOBE TPAJAMIIMOHHBIX 00I€4eTI0BEYECKUX IEHHOCTEH.

OK 7. CopeiicTBOBaTh  COXpPAaHEHHMIO  OKpPYXKAIOIIEH  Cpelbl, pecypcocOepekeHuto,
3 (PEKTUBHO IEHCTBOBATh B YPE3BbIYANHBIX CUTYAIUSIX.

OK 8. Hcnonp3oBath cpencTtBa (U3MUECKON KYNbTYpPHI JUIsl COXPAaHEHUS M YKpPETJICHUS
30pOBbsl B Tpolecce MpohecCHOHATBHOW JeATeNbHOCTH U TMOAJIEpKaHHue
HE00XO0IUMOT0 YpOBHS (PU3HUECKOHN MOATOTOBJIEHHOCTH.

OK 9. Hcnonp3oBaTh HHGOPMAIIMOHHBIE TEXHOJOTUHU B MPOPECCHOHATBHON AESITEIbHOCTU

OK 10. [Tonp3oBaTbess MpoecCHOHATBHOW —JOKYMEHTallMel Ha TrocylapcTBEHHOM U
MHOCTPAHHOM SI3BIKE.

OK 11. [TnanupoBaTh NpeIIPUHIMATENbCKYIO IEATEIbHOCT B MPO(ecCHOHANBHOM chepe

1.1.2. Ilepeyens nmpodeccuoHaTbHBIX KOMIIETEHIHH

Kon HaumeHnoBaHue BHIOB JeATEJbHOCTH H MPO(ecCHOHATBHBIX KOMITeTeH Mt
B 1. Buinoanenue pabom no npoexmuposanuro cemesgou uHppacmpyKmypul
TIK 1.1. BEINONHATH IPOSKTHPOBaHNE Ka0ETHHOH CTPYKTYPhl KOMITBIOTEPHOM CETH.
TIK 1.2. Ocy1IecTBIsATh BEIOOP TEXHOJIOTUH, HHCTPYMEHTAIBHBIX CPEICTB U CPEACTB BEIYUCIHTEILHON

TEXHHKH IPU OpPraHU3aI|y Mpolecca pa3padoTKy U UCCIIEA0BaHUs OOBEKTOB
po(ecCHOHaTbHON IeATENBHOCTH

IIK 1.3. ObecnieunBarh 3alUTy WHPOPMAIMH B CETH C HCIOJB30BAaHHEM NPOTrpPaMMHO-AINapaTHBIX
CPENCTB.
TIK 1.4. [IpuHuMaTh yyacTue B MpUEMO-CAATOYHBIX UCIIBITAHUSIX KOMIIBIOTEPHBIX CETEN U CETEBOrO

000pyIOBaHHS Pa3IMYHOTO YPOBHS M B OIICHKE KaueCTBa M SKOHOMUYECKOH 3P PEKTUBHOCTH
CETEBOU TOIIOJIOTHH.

IIK 1.5. BrimonHsATs TpeGOBaHMSI HOPMATUBHO-TEXHUYECKOM JOKYMEHTALMH, UMETDH OIBIT O)OPMIICHHS
MIPOEKTHOM JOKYMEHTAlHH.




1.1.3. B pe3ynbTare 0cBOCHUS IPOPECCHOHATHLHOTO MOAYIIS CTYACHT JOJKCH:

Nmets
MPaKTUYECKUI
OIIBIT B

MIPOEKTUPOBAHUN aAPXUTEKTYPHI JIOKAJTHLHON CETH B COOTBETCTBHUH C ITOCTABICHHON
3aJ1avuei;

YCTaHOBKE M HACTPONKE CETEeBBIX IPOTOKOJOB M CETEBOTO OOOpYyIOBaHHS B
COOTBETCTBHH C KOHKPETHOM 3a/1auei;

BBIOOpE TEXHOJIOTHH, HWHCTPYMEHTAIBHBIX CPEICTB NPH OpPraHU3alyy IpoIecca
HCCIIEA0BaHUsI OOBEKTOB CETEBOW UH(PPACTPYKTYPBHI;

obecniedeHny 0€30MacHOTO XpaHeHHs 1 IepeAadr HHPOpMAaLH B JOKAJIHHOW CETH;

HCIIOJIb30BAHUH CIICHUAJIBHOT'O IPOrpaMMHOI0 obecrieueHust AT MOACJIMPOBaHus,
MPOCKTUPOBAHNA U TECTUPOBAHUA KOMIIBIOTCPHBIX CETeH.

YMETh

IMPOCKTHUPOBATDH JIOKAJIbHYIO CETh, BI)I6I/IpaTI) CCTCBBIC TOIIOJIOT'HH,

HCIIOJIb30BaTh MHOTO()YHKIIMOHANBHBIE TPHOOPEI MOHUTOPUHIA, IPOTPaMMHO-
anrmapaTHble CpeICTBa TEXHUYECKOTO KOHTPOJIS JIOKAJIHHOM CeTH.

3HATh

00IIIre TPUHIIUTIBI TTIOCTPOSHHS CETEeH, CETEBBIX TOTIOJIOTHIA, MHOTOCIONHON MoIenn
OSI, TpeGoBaHMii K KOMIIBIOTEPHBIM CETSIM;

APXUTEKTYpy NPOTOKOJIOB, CTAaHAAPTU3AlMM CETeH, STAloOB MPOCKTUPOBAHUS
ceTeBOoi MHYPACTPYKTYPHL;

0a30BbIC MPOTOKOJIBI M TEXHOJIOTUH JIOKAJILHBIX CETEH;
MNPUHLIXIBI TOCTPOEHHSI BEICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

CTaHAAPTHI Kabesel, OCHOBHBIC BUJIbI KOMMYHHUKAIIMOHHBIX YCTPOMCTB, TEPMHHOB,
MOHSATHIA, CTAHAPTOB M THIIOBBIX 3JIEMEHTOB CTPYKTYPHUPOBAHHOM KaOEIbHOM
CHUCTEMBIL.

1.2. KoauuyecTBO yacoB, OTBOAUMOC HA OCBOCHHUEC npmbeccnonanbﬂoro MoayJisd

Bcero wacos 630

W3 vux Ha ocBoenne MJIK. 01.01 117
Ha ocsoenre MJIK. 01.02 303

Ha MPAaKTHKHU, B TOM 4ncie yueOnyto 144  w npousBozacTBeHHyI0 180




2. CTpyKTypa M cojepxaHue NPodecCHOHATBHOT0 MOIYJIS

2.1. CtpykTypa n

oeccuonanbnoro moay.s «IIM.01 BBIITOJTHEHUE PABOT 110 ITIPOEKTHPOBAHUIO CETEBOH HH®PACTPYKTYPbI»

3aHATHsI BO B3aUMOJEHCTBHUHY € MpenoaaBaTesieM, yac Camocros
TCJIbHaA
Konpt CymMapHbI Obyuenue no MJIK Tpakmuxu paboTta
npodecCHOHANBHBI HanmenoBanus pasnenoB it 00beM TMpomssonicteennas | [IPOMeER
X 061X IPOQECcCUOHANBLHOTO MOYIIS HArpy3KH, Jlaboparopusr | Kypcossr (ecnu
KOMITCTCHITHH qac. Beero XH X pabot VuebOHas npedyesompena yrouHas
MPaKTHIECKAX (mpoexTo paccpedomouennas arrecrarg
3aHATHHA B) npaxmuxa) st
1 2 3 4 5 6 7 8 9 10
K 1.1-1IK 1.5 Pazpmen 1. Kommsrotrepasie 6
OK 01-11 ot 117 107 46 10
MK 1.1-IIK 1.5 Pasnen 2. Opranusanus, 303 283 30 30 6 20
OK 01-11 MIPUHIIUIIBI TOCTPOCHUS 1
(bYHKIMOHUPOBAHUS
KOMITBIOTEPHBIX CETEU
K 1.1-1IK 1.5 YyeOHas mpakTrka (1o 144 144
OK 01-11 npoQHITIO CTIEIUaTBLHOCTH),
4acoB (ecli IpeayCcMOTpeHa
UTOTOBas
(KOHIIEHTpUPOBAHHAS )
MPAKTHKA)
MK 1.1-IIK 1.5 [Tpou3BoACcTBEHHAS MIPAKTHKA 180
OK 01-11 (1o mpogutto 180
CITCIIMATBLHOCTH ), 9acOB (eCITH
MpelyCMOTpEHa UTOr0Bast
(KOHLEHTPUPOBAHHAS)
MPAKTHKA)
Bcezo: 756 390 76 30 144 180 30




2.2. TemaTu4eckuii IVIaH U coJep:kaHue npodeccuonaabuoro moxy.ast (IIM)

«IIM.01 BBINOJTHEHUE PABOT 11O NPOEKTUPOBAHUIO CETEBOV MUH®PACTPYKTYPbI»

HaumeHoBaHMe pa3aesioB U TeEM

Conep:xanue yueOHOro MaTepuasa,

npodgeccuoOHAJIBLHOT0 MOAYJIS O0béMm B
JabopaTopHble padoThHl M MPAKTHYeCKHE 3aHATHS, CAMOCTOATEIbHAA YUyeOHasi paboTa
(TTM), MesxuCIuIIHAPHBIX o0y4Jarouuxcs, KypcoBas padora (IpoeKT) (eciu npedycmompeHsl) Hacax
kypcoB (MIK) ’
1 2 3

Paznen 1. KomnbloTepHble ceTH
MJK.01.01. KomnbsioTepHbie 105
ceTH
Tema 1.1. BBegenue B ceTeBble Conepixanue 31
TEXHOJIOTUH 1 | KommeroTepHsle cetn

CoBMmecTHast paboTa, IHTepHET M COBPEMEHHBIC CETEBBIC TEXHOJIOTMHM — O0JIACTh MPUMEHCHHS U
Ha3Ha4yCHHUE.

2 | Buapl KOMIBIOTEpHBIX ceTed. |7oOanpHbIe W JOKajdbHBIE ceTH. OMHOPAaHTOBBIE W KIIMEHT-
cepBepHBIC apXUTEKTYpbl. OCHOBHBIE KOMIIOHEHTHI CETEH, CETEeBast Cpe/ia M CETEBBIE yCTPOICTRA.

3 | CereBsie ycTpoiicTBa

4- | Texuonorun nonxmoueHuss Kk Muarepuer. KonseprenrHsle cetu. KadecTBO M HafeKHOCTH CETEH.

5 | OcHoBHBIE NOHATHSA ceTeBOH Oe3onacHOCTH. TeHIeHIIMN pa3BUTHS CETell.

6- | KoHConbHBIH 0CTYI, yIalIeHHbIH qocTyn ¢ noMoinkto Telnet u SSH, ucnons3oBanue nmopra AUX.

7

8 | CereBble IPOTOKOJIBI U KOMMYHUKAIIUH

9 | KoaupoBanue u mapaMeTpbl COOOIICHUS.

10 | CereBble MPOTOKOIIBL.

11 | B3aumogpeiictBue mnpotokonoB. HaGop mnporokonsoB TCP/IP m mnpouecc oOMeHa IaHHBIMH.
Opranuzanuu no crangaptuzanuu: ISOC, IAB, IETF, IEEE, ISO. MuoroypoBHeBbie Monenu OSI u
TCP/IP. Unkancynsiuust naHabix. [IporokonbHeie Onoku nanabix (PDU). [locTyn Kk JOKanbHBIM
pecypcam. CeteBas ampecarus. MAC- u IP- aapeca. Jloctyn k ymanéaasiM pecypcam. 1lImo3 mo
YMOJIYaHUIO.

12 | CereBoii noctyn
ITpoTOoKOIBI M CTaHNAPTHI PUIMUECKOTO YPOBHSI.

13 | CriocoObl MOAKITIOUEHHS K CETH.

14 | CeteBbie untepdeiicapie mnatbl (NIC). Cpeapl mepegaud NaHHBIX M HMX XapaKTEPUCTUKU:

IIPOILyCKHasl CLIOCOOHOCTb, IIPOU3BOAUTENBHOCTD.




15

Buner menneix cereBbix kaOeneii: UTP, STP, koakcuanbHbli. Pa3HOBUIHOCTH, OCOOEHHOCTHU
MPOKIIAJIKK M TecTHpoBaHUs Kabeneil. CTpykTypa m 0COOEHHOCTH TMPOKIAJAKH ONTOBOJIOKOHHBIX
kabeneii. becipoBomuble cpencTa nepenaun ganusix. Crangapt Wi-Fi IEEE 802.11.

KananeHbIH ypOBEHb U €T0 IOAYPOBHU: YTpaBiieHue JoruueckuM kananoMm (LLC) u Ynpasnenue
ocTyroM K cpene nepenaun qaHHpx MAC. CTpyKkTypa Kaapa KaHAIBHOTO YPOBHS M MPUHITHITEI
ero ¢popmupoBanusi. CTaHIapTH KaHATHHOTO YPOBHA. DHU3NYecKas 1 JIOTHdecKasi TOTOJIOTHS CEeTH.
Tomnonoruu «To4Ka-TOUKay, «3BE3/1a», KIOTHOCBSI3AHHANY, «KoNblieBasy. [lonyaynnekcHas u
MOJTHOTyTIEKCHAs nepenava nqanHbix. OcobenHoctu kaapos LAN, WAN, Ethernet, PPP, 802.11.
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CereBrble Texnoaoruu Ethernet
CewmeiicTBO ceTeBhIX TexHONOrui Ethernet.

[Tpuranun pa6otel Ethernet. Bzanmopeiicteue Ha mogypoBHsax LLC u MAC. Ynpasnenne 10CTymoM
Kk cpene mepenaun naHHBIX (CSMA). MAC-anpec: unentudukamus Ethernet. AtpuOytel kampa
Ethernet. IlpeacraBnenuss MAC-agpecoB. OnHO- W MHOTO3APECHOW, IUPOKOBEMIATEILHON
pacceutok. CkBo3Hoe noakiatouenue, MAC- u [P-agpeca.

[IpoTtokon paspemenus anpecoB (ARP): mpurImIE! paboThl, poik B IpoIecce yIaIeHHOTO 0OMeHa
nanabiMU. Tabnuubl ARP Ha ceTeBbIx ycTpolicTBax. OCHOBHBIE HEZJOCTaTKU poTokona ARP -
Harpy3ka Ha cpeny nmepenauu JaHHBIX 1 O€30MaCHOCTb.

OcHoBHast ”HGOPMALHS O TOPTaX KOMMYTaTopa.

Tabmuiia MAC-aapecoB kommyratopa. @ynkius Auto-MDIX. CrnocoObl nepechbulku Kajapa Ha
kommyTtatopax Cisco. bydepuszamus mamsatu Ha xommyTaropax. DukcHpoBaHHAas W MOIyJbHas
KoH(UTypanuu KommyTaTtopoB. CpaBHeHHE KOMMYTAIlUM YpoBHS 2 u ypoBHs. Texnonorus Cisco
Express Forwarding. Bupryanbnsiii uaTepdeiic kommyraropa (SVI), Mapupyrusupyemslii opr,
EtherChannel yposns 3. Kondurypaiius MapiipyTu3supyeMoro rnopra.
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CereBoii ypoBeHb
CereBoil ypoBeHb B IIpoliecce Iepenadyd JaHHbIX. lIpoTokonsl cereBoro ypoBHA. OCHOBHBIE
xapaktepucTuku IP-nporokona.

Crpykrypa maketoB IPv4 u IPv6. OcobenHoctn u mpeumymiecTBa MpoTokona Pv6. Meroabl
MapuipyTu3anuu y3iaoB. Tabnuia MappyTH3aluy y3J10B U MaplIpyTU3aTOpa AJ1s IPpoToKoioB IPv4
n IPv6. VcrpoiictBo wmapmpytusaropa — Ilpoueccop, mnaMmsaTh, OIepanOHHas CHCTEMA.
Ilonkmrouenne K MapIIpyTHU3aTOpy uYepe3 pasinuuHble MopThl. HacTpolika HCXOMHBIX IapaMeTpoB,
nHTep(dercoB, NIUTI03a M0 YMOJTYAHHUIO U IPYTHX XapaKTepUCTHK MapIIPyTH3aTOpa.

22
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TpaHcHOPTHBINA YPOBEHb

HaznadyeHnue u 3a1auml TpaHCTIOPTHOTO YPOBHSL.

MynbsTHIIIEKCHpOBaHUE ceaHcoB cBsi3u. Omucanme W cpaBHeHue mnporokosoB TCP m UDP —
HaJIGKHOCTh U TPOU3BOJIUTENLHOCTh, 00JIACTh NMPUMEHEHUs. AJipecaliys MOPTOB M CEerMEHTAIus




TCP u UDP. O6men panneivu o TCP. Iponeccer TCP cepsepa. Ycranosnenune TCP-coennnenus
u ero 3asepinenue. [Ipuaiuns! «rpé€xcropornero pykomnoxartus» TCP. Hané&xraocts u ynpaBneHue
notokoM TCP - IloaTBepkaeHue MOyYeHUsI CETMEHTOB, IIOTEPsl AaHHBIX W IOBTOpHAs Iepenaya,
ynpasieHre morokoM. OOMeH AaHHbIMU c ucnoib3oBanueM UDP. Ilponeccsr u 3anpocst UDP-
cepsepa, UDP-gararpammer, nporieccel UDP-knuenTa. [Ipunosxxenns, ncnonssyromme UDP u TCP.
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IP-agpecanus
Crtpykrypa [Pv4-anpecos. CereBast u y3noBas dyacth [P-aapeca. [IpeoOpazoBanue aapecoB MEKIy
JIBOUYHBIM U JECATECPUUHBIM MPEACTABICHUEM.

Macka noacetu [Pv4. CereBoii afapec, agpec y3ia U MKUPOKOBEIIATENbHBIN anpec cetu [Pv4.
[IpucBoeHue y3iy cratudeckoro u guHamuueckoro IPv4-anpeca. MHoroaapecHas nepeaaya.
[Ty6nmunsie u yactHble [Pv4-anpeca. IPv4-anpeca cnenmansHoro Ha3HaueHwus. [IpucBoenne [P-
aJIpecoB.

CoBMecTHOE UCTI0Ib30BaHKe MpoTokonoB IPv4 u IPv6: nBoitHON cTek, TYHHETUpPOBaHHE,
npeoOpazoBanue. [Ipencrasnenue [Pv6-anpecos. [lpaBumna cokpamenus 3anvcu [IPv6-agpecos.
WNnauButyansHbId, TPYIIIOBOM, MPOU3BOIBHBIN TUIIEI [Pv6-anpecoB. CTpyKTyphl JJOKaJIbHOTO U
ro0abHOTO HHANBHAYANBHBIX [Pv6-aapecoB. CraTiueckas 1 TMHAMUYecKas KOHQUTypalun
rIo6ansHOTO MHANBHTyalbHOTO aapeca. [Ipomecc EUI-64 u cirydaitHo creHepupOBaHHBII
unaeHTuuKaTop nHTEpdeiica.

ICMP-cepBucel. Otimumst uis nipotokonoB IPv4 um IPv6. Coobmenus ICMPvI6 «3ampoc x
MapupyTuzaropy», «OObsBIEHHE OT MapUIpyTHU3aTOpa», «3almpoc COCEAHEro y3ia» u
«O0bsBIEHNE COCEIHEro y37a». TecTHpOBaHME CETH C IMOMOILBIO 3X0-3alPOCOB. TpaccHpoBKa
MapuipyTta. Bpems mpoxoxaeHusi curHaia B npsMoM M oOpatHoM Hampasienusix (RTT). Bpems
sku3nu (TTL) IPv4 u nmpenen nepexoaos IPv6.

26
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Pasznenenne IP-cereii Ha moaceTn

Cermentanus [P-cereit. OOMeH nmaHHBIMH MeXAy mHojaceTsMu. llmaHupoBaHuWe anpecanuil B
nojceTsix. PacueTHble (GopMysbl i CeTMEHTAIMU CeTH. Pa30ueHMe Ha IOJCETH Ha OCHOBE
TpeOOBaHUIA Y3JI0B U CETEH, B COOTBETCTBHUH C TpeOOBaHHUSIMHU ceTeil. Ompeenenrne MacKu O/ICETH.
Pa30Ouenme Ha mojceTH ¢ UCTIOIB30BaHHEM Macku repeMenHoi amuHbl (VLSM). bazoBas monens u
Ha3HadyeHue OnokoB anapecoB VLSM. IlnanupoBanue axapecanmu cetd. OCOOCHHOCTH
npoekTupoBaHust [Pv6-cetn. Pa30OueHne Ha TmMOJCETH € UCIOJNB30BaHHEM HIEHTH(UKATOPA
uHTepdeiica.

28-
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YpoBeHb NPUIIOKEHHIT

YpoBeHb NPWIOKEHUH, YpOBEHb MPEACTaBICHUS M  CEAHCOBBIM  ypoBeHb. IIpumepsl
pacrnpocTpaHeHHbIX npuiokeHuil. IlpoTokonsl yposas npunoxenuir. OgHopanrossie cetu (P2P).
Mogens Tuna «kimeHt-cepsep». O030p nporokonao HTTP, HTTPS, SMTP, POP u IMAP. Cnyx06a
nomeHHbix UMEH (DNS). dopmar cooOmiennii u uepapxust DNS. Yrunura «nslookup». Ciyxba
DHCP. IIporokon nepenauu daiisiop (FTP). ITpoTokon ooMeHa 0j0KkaMu CEPBEPHBIX COOOIECHUMN




(SMB). Konnennu «Bceodsemmomuii Matepraer» BYOD. JlocTaBka JaHHBIX 110 KOHBEPTEHTHBIM
CeTSIM.
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Co31aHue U HACTPOKA HeOOJILIIOH KOMIILIOTEPHOH CeTH

[TnanupoBaHue U cozganre HeOOMBIUIONH KOMIBIOTEPHOM CETH: OIIpeeNICHHE KITIOUEeBBIX (PaKTOPOB,
BBIOOP TOIIOJIOTHH U CETEBBIX YCTPOICTB, BHIOOP U HACTPOHKA IPOTOKOIOB, CUCTEMBI a/IpECALIHH.
Mepsl o oOecrieueHNI0 0€30MacCHOCTH CETH. Y I3BIMOCTH U CETEBbIE aTaku. Pa3BeqpiBaTenbHBIE
ataku, Ataku nocryna, Otka3 B oociyxxuBanuu (DoS-araku). PesepBHOe konupoBaHue,
0OHOBJICHHE M yCTAaHOBKA HCIpaBicHUi. MekceTeBbie 3KpaHbl. AyTeHTU(UKAIMS, aBTOPU3ALHS U
yuaét. Brmrouenne npotokoma SSH.

@aiioBble CHCTEMBl MAapLIPYTU3aTOPOB M KOMMYTATOpPOB. Pe3epBHOE KONUPOBAHHE U
BOCCTAaHOBJICHHE C [IOMOILIBIO TeKCTOBHIX (haioB, mporokona TFTP, USB-nakonurens.
Berpoennsie cimyx0Ob1 mMapmipytusanun. [loamepikka OecripoBOAHBIX moakMoueHU. HacTpoiika
BCTPOEHHOI'0 MapUIPyTU3aTOpA.

B mom uucne npakmuueckux 3anamuii u 1a60pamopHvIxX pabom

1- | CocraBnenue kapThl ceTr MTHTEpHET ¢ TOMOLIBIO YTIIHT «ping» U «traceroute»
2
3- | Coznanue MpoOCTOM CeTH:
4 * VYcraHOBKa ceaHca KOHCOJHM C CETeBBIM 000pyJOBaHHEM TP MOMOIIY IporpamMmel Tera
Term;
* Cos3nmaHue ceTH;
Hactpoiika OCHOBHBIX TapaMETPOB KOMMYTaTOPA.
5- | I[IpocMmoTp ceTeBoro Tpaduka ¢ MOMOIIBIO nporpaMmMbl Wireshark.
6
7- | [lonknroueHne KOMIIBIOTEPOB K CETH C TMIOMOILBIO Kabenel 1 OeclipoBOJHBIX aIalTePOB:
8 * OnpeneneHue CETEBbIX YCTPOWCTB U KaHAJIOB CBSI3H;
*  OO0OxuM ceTeBOro Kabes;
* [lpocMOoTp JaHHBIX 0 OECIIPOBOJIHBIX U TPOBOJIHBIX CETEBHIX aJlalTepax.
9- | Nsyuenue Ethernet-rexHomornii:
10 ¢ IIpocmorp MAC-agpecoB CeTeBbIX yCTPOICTB;
* MHsyuenue kanpoB Ethernet c momomsio nporpammer Wireshark;
* TIpocmotp ARP ¢ momomkto porpammer Wireshark, narephelicoB KoMaHIHOW CTPOKA
Windows u 10S;
* HcnonszoBanue untepdeiica komananoi crpoku [0S ¢ tabnunamn MAC-agpecos
KOMMYTAaTopa.
11 | TlocTpoenue ceTr Ha 6a3e MapIIPyTH3ATOPA:

* IIpocMoTp TaOnuIl MapIIpyTH3ALNN Y3II0B;
* N3ydeHwue ¢pu3ndIecKMX XapaKTEPUCTUK MapUIPyTH3ATOPA;

20
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Cosznanue ceTH, COCTOSIEH U3 KOMMYTaTopa U MaplIpyTHU3aTopa.

12

Nzydenune TpaHCTIOPTHOTO YPOBHSI:

HabGmonenne 3a mporeccoMm TpéxcropoHHero «pykomoxaruss» TCP ¢ momomrsio

nporpammbl Wireshark;

Nzydenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ momoisio nporpamMmel

Wireshark;

Wzyuenne 3axBaueHHbIX makeToB FTP u TFTP ¢ momormpio mporpammer Wireshark.

13

Hactpoiika [P-aapecaruu:

Hcnonb3oBanue kanbkynsTopa Windows B paboTe ¢ CETEBBIMU aJIpecamy;
Konsepranus [Pv4-agpecoB B JBOMUHYIO CUCTEMY CUHCIICHHUS;
Onpenenenune [Pv4/IPv6-anpecos;

Hacrpoiika IPv6-anpecoB Ha ceTeBBIX YCTPOUCTBAX;

TecTupoBaHue CETEBOTO MOIKIIOUEHHS C TIOMOIIBI0 KOMaH «ping»

«traceroute.

14

Cermenrarus IP-ceTei:

N3yuenue KaapKylIsTOPOB NOJACETEH;

Pacuér moxacereit IPv4;

Paznenenue cereil ¢ pa3nuMUHBIMU TOMOJOTUSIMHU Ha MOACETH;

Pa3paboTka u BHeIpeHHE CXEMBI ajpecalliy pa3AciaEHHon Ha mojaceT [Pv4-cetu;

PaspaboTka u BHeIpeHue cxeMsl aapecaru VLSM.

15

IP-anmpecamnus:

aHanmM3 Tpadrka 0JHOAAPECHON TepeiauH, ITUPOKOBEIIATENFHON U MHOT0aIpeCHON

pacchUIKY;

HacTpoiika anpecanuu [Pvo;
nposepka aapecauuu [Pv4 u IPv6;
0TpabOTKa KOMIUIEKCHBIX ITPAKTUYECKUX HABBIKOB.

16

Cermenrarnus IP-cereit:

opraHuvsanus MoACCTHU MO Pa3JIMYHBIM CIICHAPUAM,

pa3paboTka u BHEpEHUE CTPYKTYpHI aapecannu VLSM;
BHE/IPEHHE CXEMBI aJjpecanny pa3aeiéHHon Ha noacet IPv6-ceTu;
0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

17

I/I3y‘{eHI/IC OCHOBHBIX CETCBBIX CJ'Iy>K6Z

Nzyuenne ¢pyHkumm oOMeHa daiiiaMu MeXAy OJHOPAHTOBBIMU YCTPOHCTBAMH

onpezaeneHue npeodbpazosanmii PAT; *M3yuenue npasui padotsr DNS;

N3yuenne nporokosna FTP.

18

O0ecnieueHne GE30I1aCHOCTH CETH:

H3ydenne yrpos ceTeBoii 0e301macHoCTH;
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* JlocTym K ceTeBBIM yCcTpoHCTBaM 1o npoTtokony SSH;
* Obecneuenne 0€30MacCHOCTH CETEBBIX YCTPOUCTB;

19

AHanu3 KOMIBIOTEPHON CETH U HaCTpPOHKa MapLIpyTH3aTopa:
* IlpoBepka 3azmepxeK B IEPEAAYN CETEBIX IAKETOB C IIOMOIIBIO YTHIIUT «ping» 1
«traceroute;
* HcnonszoBanue untepdeiica komananoi crpoku (CLI) ayst cOopa cBeaeHuit o ceTeBbIX
YCTPOMCTBAxX;
*  Vmpasnenue ¢aitnaMu KOHQUTYpaMu MapIpyTH3aTopa C MOMOIIBIO IPOrPaMMEI
OMYJISIUY TEPMHUHAIA
*  VYmpasnenue (aitnmamu KOHQUTYpALUN YCTPOHCTB ¢ ncnonbs3oBanueM TFTP, hnemr-namstu
n USB-nakonurenei
* U3ydeHue nporeryp BOCCTAHOBICHUS Mapoei.

20

IIpoexTupoBaHue U CO3JaHUE CETH ISl MAJIOTO IPEIIIPUITUS — UTOIOBBIA ITPOEKT

Tema 1.2. [IpuHnuUnIBI
MapLIPyTH3ALUU U
KOMMYTallUH

Cooepycanue

32

33

BBenenune B KOMMyTHpYyeMble CeTH

O0benuHénHbIe ceTH. MlepapXxus B KOMMYTUPYeMOi ceTH. PolTb KOMMYTHPYEMBIX CETeH.
KommyTtupyemas cpena. Jlnnamudeckoe 3anonHerne Tadbaumsl MAC-aapecoB KOMMyTaTopa.
MeTopl IepechlIKd Ha KoMMyTaTope. KoMMyTanius ¢ mpoMeKyTouHbIM XpaHeHueM. CKBO3Has
KOMMYTarus.

KommyranmonHele foMeHbl. CHUKEHHE EPErPY30K CETH.

34

35

OcCHOBHBIC KOHLIENIIIHA M HACTPOIIKA KOMMYTAILHH

OcHOBHBIE KOHIIETIIIUHN U HACTPOHKa KoMMyTaluu. [lepBoHavdanpHas HACTpOKa KOMMYTaTopa u
BOCCTaHOBJIEHHE I10CJIe CUCTeMHOTO c00s1. HacTpoiika noctymna asst 6a30BOT0 yrnpaBiieHHs
kommyTtatopoMm ¢ [Pv4. Jlyrekcras cBs3b. HacTpoiika mopToB KoMMyTaTopa Ha (pr3UIecKoM
ypoBHe. OyHKIHSI aBTOMaTHYECKOTO onpeaeneHus Tumna kademns (Auto-MDIX). IIpoBepka HacTpoek
noprta komMmyTaropa. Ilouck u yctpanenue npodyiieM Ha ypoBHE JIOCTyTa K CETH.

be3onacHocTs KOMMyTaTOpa. 3aUINEHHBINA yaan€éHHbld gocTtym. Hactpoiika SSH.
Pacnpoctpanénnsie yrpo3sl OezomacHoCTH: nepenonnenue Tadnuusl MAC-anpecos, DHCP-
cnyuHT, HCNOJIb30BaHue ysa3BuMocTell mpotokosna CDP, Araku Telnet u np. Ayaur u
MPaKTUYECKUE PEKOMEHIAIMHU 110 obecrieueHuo Oe3onacHocTu cetd. besonacHocTh mopTa
kommyTtaTopa. OrcnexuBanre DHCP coobmienuii. @ynkius 6e30macHoCTH opTa. BB 321Ut
MAC-anpecoB. PexxuMbl pearupoBaHus Ha HapylieHue 0e3onacHocTH. [IpoBepka 1 HacTpoiika
optoB. IIporokon cereBoro Bpemenu (NTP).

36

37

Bupryaabsnsie 1okaabHble ceTH (VLAN)

Bupryanbusie gokanbhbie cetd (VLAN) — kitaccuukanysi 1 OCHOBHBIE XapaKTEPUCTUKU. TpaHKu
BUPTYaJIbHBIX ceTeil. KoHTpoibs mupokoBemarenbHbIx JoMeHOB B ceTsix VLAN. TerupoBanue
kanpoB Ethernet ans unentudukamum cetu VLAN. Cetu native VLAN u TerupoBanue crangapra
802.1Q. Terupoanue rosocoBoii VLAN. Peannzanuu BUpTyaspHO# JoKaybpHOM ceTn. HazHaueHne
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noptoB ceTssM VLAN. Hactpolika TpaHKOBBIX KaHaJIOB. [IpOTOKOJI AMHAMUYECKOTO CO3/TaHUS
tparkosoro kanama (DTP). ITouck u ycTpaneHre HENOMIAI0K B BUPTYaTbHBIX JIOKATBHBIX CETSIX U
TpaHKOBEIX kKaHaax. [Ipobmemsl ¢ IP-anpecanmeit cetn VLAN. HecoBnaaeHus pe>kMMOB
TpaHkoBoH cBsi3H. [IpoekTupoBanue u obecniedenue 6ezonacaoctu VLAN: hopping, cnydunr
KOMMYTaTopa, ataka ¢ 1BoiHbIM TerupoBanueM, Cets PVLAN nepumerpa. [lpaktnyeckue
PEKOMEHIAIMH IO IPOSKTUPOBAHNIO BUPTYAJIbHON JIOKAJIbHON CETH.

38

39

Konuenuusi Mapmpyrusauuu

HacTtpoiika mapmpytuzatopa. MexaHu3Mbl epechlIKY MakeToB. [loakmrouenue u HacTpoiika
ycTpoiictB. CBETOINOIHBIE MHANKATOPHI HA MapIIpyTH3aTope. AKTHBAIUS 1 HacTpoiika IP-
anpecanuu. [IpoBepka CBI3HOCTH CE€TEH ¢ MPAMBIM MOJKII0YeHueM. [IpoBepka HacTpoek
uHTepdeiica. PuabTpanys BHIXOAHBIX TaHHBIX KoMaH «showy. KoMMyTalus nakeToB Mexmy
ceTsiMu. OYHKIUS KOMMYTallMy MapiipyTuzaropa. Mapmpyrusanus nakeros. OnpenesneHue myTH.
[Iporecc MpUHATHS pelieH sl 0 IePEChUIKE MakeToB. Beidop ontumansHoro myTH. [IpoTokonsr RIP,
OSPF, EIGRP. Pacnipenenenue Harpy3ku. AAMUHUCTpUpOBaHue paccTosinue (AD) u HafnexHOCTh
MapuipyTta. AHaIU3 TaOIUI MapLIPyTU3AIMH — UCTOYHUK JTaHHBIX, IPUHIUIE (popMUpOBaHUE
BO3MOKHOCTH HACTPOWKH. 3aMKCH TaOIHIIBI MAPIIPYTU3AIUH IS CETEH C MPSIMBIM
MOJIKIIIOYEHHEM. 3aJJaHie CTaTUYeCKUX MapuIpyToB. I[poToKombl TuHAMIUYECKO MapIIpyTH3aluu
cereit IPv4 u IPv6.

40

41

Mapmpyruzauus me:xkay VLAN

[Tpuranumer paboTs! MapmpyTusanuu Mexxay VLAN. Hactpoiika mapmpyTuzanuu Ha 6a3e
MapHIPyTU3ATOPOB ¢ HECKOJILKUMHU (PH3MYECKHMHU HHTep(eiicaMu, ¢ HCIOIb30BaHUEM
KOH(HTypalun router-on-a-stick, uepe3 MHOTOypOBHEBBIN KOMMYyTaTOp. [Ipobiembl
Mapmpyrtuzanuu Mexay VLAN. [IpoBepka koH(MUTYpaluu KOMMyTaToOpa U HACTPOEK
Mapuipytusaropa. Henonaaku B pabore nnrepdeiica. Ommbku B [P-agpecax 1 Mackax mojaceTH.
Hactpoiika u paboTta koMMyTanuu Ha 3-M ypoBHe. Mapmpytuzanusa mexay VLAN uepes
BUPTYaJbHbIE HHTEP(EHCH KOMMYTAaTOPa, MapIIpyTHU3UpYyeMble opThl. Henonaaku B HacTpolikax
KOMMYTaTopa 3-Tro ypoBHsL.

42

43

CraTudeckasi MapIIpyTH3aAIHA

IIpenmyiecTsa 1 3a/1a4u CTATHYECKON MaplIpyTH3aLUHU. THIIBI CTATHYECKUX MapLIPYTOB:
CTaHJapTHBIH, [T0 YMOIYaHUIO, CYMMapHBIH, IutaBaromuil. HacTpoiika craTi4eckux MapIpyToB
IPv4 u IPv6. Komanza «ip routey». MapiupyT cieayromiero nepexojaa. Hanpsamyro moakitou€HHbIR
cratndeckuid Mapuipyt. [ToJHOCTBIO 3a/JaHHbBIN cTaTUYecKui MapuipyT. HacTtpoiika ctaTuueckoro
MapupyTa no ymonuyanuto. Knaccosas anpecanus. Knaccossle Macku noaceru. becknaccosas
Mmexxgomennas MapmpyTtuzanus CIDR. O6benunenue mapipytos. Opranuzanus cynepceTei.
Hcnonrs3oBanmne Macok noacetu ¢pukcupoBanHon amuHbl (FLSM). Macka noaceTn nepeMeHHOH
mmabl (VLSM). Hactpoiika cyMMapHBIX U TUIABAIOIIMX CTATHYECKUX MapmpyToB. Pacuér
cymmapHoro MapmpyTa. O0benuHenne ceteBbix aapecos [Pv4 u IPvo6. Tlonck u yctpanenue
HEMNOJIaI0K B HACTPOHWKAX CTATHYECKOT0 MapUIpyTa U MapuipyTa Mo yMOIYaHHIO.

44

JuHaMuyeckas MapuIpyTu3anus
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45

[TpoTokombl AMHAMHYECKOH MapLIpyTU3aK — Ha3HAYCHKE, IPUHIUIBI pa0OTHl U HCTOPHS
pasButys. CpaBHEHHE TMHAMUYECKON U cTaTHYECKOI MapuipyTu3auy. [IpuHIuns! padboTel
MIPOTOKOJIOB MAPIIPYTH3AIMH: ITyCK TOCIE BKIItoUeHus muTanus, CereBoe oOHapyxenne, OOMeH
JaHHBIMK MapuipyTuzanuu, Obecneuenne cxoqumoctu. Knaccupukamnus mpoToKoaoB
mapmpytuzanun. [Iporoxomnst IGP u EGP. ucranmmonno-Bekropasie mpotokoisl RIP, IGRP.
[IpoTtoxomns! MmapmpyTuzammu 1o cocrosiHuio kaHana OSPF u IS-IS. KnaccoBrie n 6eckitaccoBbie
MIPOTOKOJIBI MapUIPyTH3aLUU. XapaKTEPUCTUKHU U METPUKH MPOTOKOJIOB.
Junamuueckas AUCTaHIIMOHHO-BEKTOPHAs MapHIpyTH3anus. J(uCTaHIIMOHHO-BEKTOPHBIN
anroput™M. MexaHu3Mbl OTIIPABKH U IOJIyYCHHS AaHHBIX MapIIPYTH3alKH, pacyéTa ONTUMAIbHBIX
nyTel u 1o0aBiIeHUs] MapUIPYTOB B TAONHUIy MapLIpyTH3alKU1, OOHAPYKEHHUS U pearupoBaHUs Ha
n3MeHeHus B Tonojoruu. Hactpoiika nporokona RIP: Bkntouenue RIPv2, otkimrouenue
ABTOMAaTHYECKOT0 00bEeIMHEHNUS], HACTPONKA TACCUBHBIX HHTEP(EHCOB, epeaaya MapuipyTa 1o
yMonyaHuto o cetd. Hactpoiika npotokona RIPng. [Ipouecc MapmipyTH3aluy M0 COCTOSTHUIO
kanana. Hello mpotokon. maker coctosiHust kanana (LSP). JlaBunHas pacchlika TakeToOB COCTOSHUS
KaHaisa. JIaBUHHAs pacchUIKa IAKETOB COCTOSIHUS KaHana. Co3naHue aepeBa KpaTyallinx myTen
SPF. Jlo6aBnenne mapuipytoB OSPF B Tabmuiyy mapmpyTm3anuu. Hemoctatku mpoTOKOIOB
MapLIpyTH3ALUH 10 COCTOSHUIO KaHana. Tabnuia MappyTu3auuy. 3aucH ¢ IpsIMbIM
MOJKIIIOYCHUEM U YIaIEHHON ceTh. JIMHaMuiecku mojydaemble Mapiipythl IPv4/6. [Iponecc
MIOMCKA MapIIPYTa.

46

47

OSPF nuis ogHoii o6s1actu

CemeiictBo mpotokonioB OSPF. Xapakrepuctuku, npuHIUIB paboThl 1 KomrnoneHTs! OSPF.
Oco6ennoctr OSPF st ogHOM 11 HeCKOJBKHX oOnacteil. MarucrpanbHast 06macTs. MHKanCymsms
coobmenuit OSPF. Tuns! maketoB OSPF: maker npusercteus (hello), maker onmcanus 6a3bt
nansbeix (DBD), maker 3anpoca coctosinus kaHana (LSR), maketT oOHOBIIEHHsI COCTOSIHUS KaHaa
(LSU). maker noareepskaenus cocrostaust kanaia (LSAck). OOHOBIIEHHs COCTOSIHUS KaHaa.

Paboune cocrostaust OSPF. Brinenennstii (DR) 1 pesepBHbIi BblaeneHHbIN MappyTuzaTop (BDR).

Cunxponmsanus 6a3 gaaabix OSPF. Hactpotika OSPFv2 ans omHoit o61actu. Pesxxum
KOH(HTYpalui UACHTUPHUKATOPBI MapuipyTu3aropa. Vcrons3oBanue natepdeiica loopback.
Bxitouenne OSPF na unrepdeticax. Lllabnonnas macka. Komanna «network». Hactpoiika
naccuBHBIX nHTEepdeiicoB. opmyna pacuéra merpuku croumoctu OSPF. Hacrpoiika 3HaueHui
MIPOITYCKHOU criocoOHocTH nHTepdetica. [IpoBepka coceTHUX YCTPOMCTB, HACTPOCK MPOTOKOJIA,
JMaHHBIX porecca u Apyrux xapakrepuctuk OSPF. Cpasaenne OSPFv2 u OSPFv3. Anpeca tuma
link-local. Tomonorus cetu OSPFv3. Hactpoiika unentudukaropa mapripyrusaropa OSPFv3.
Brxurouenune OSPFv3 Ha untepdericax.

48

49

Cnucku koHTpoJis aocryna (ACL)

Criucku koHTpoist gocryna (ACL). Ipunnun padotst ACLenuckoB. Tunst ACL-cinckoB Cisco
st [Pv4. TlpucBanBanue Homepos 1 UMEH ACL-criuckam. Pacuér mabnonnoit macku B ACL-
criickax. PekoMeHmaimu o co3nanuio u pazmerieHnio ACL-criuckoB. Pa3menienne cTaHaapTHRIX
u pacimpeHHsix ACL-cimekoB. Hactpoiika cranmaptaoro ACL-cniucka. [lpumenenne
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crangapTHbix ACL-criuckoB Ha uHTepdeiicax. Kommenrapun k ACL-cinckam. [IpoBepka u
pemakTHpoBaHUE CTaHAAPTHRIX HyMepoBaHHBIX ACLcmuckoB. ACL-cTarucTuka. 3anira mopToB
VTY c nomomisio crangaptHoro ACL-crimcka [Pv4. CtpykTypa u HacTpoiika pacmmpeHabix ACL-
cnuckoB ayst [Pv4. @unbrpanus Tpaduka ¢ ucnoib3oBanueM pacmupeHHbix ACL-cnickos.
[ouck u ycrpanenne Henonagok ACL-crckoB. Pacripoctpanénnsie ommOku ACL-criickoB.
CpaBraenne ACL-crimckoB mist IPv4 u IPv6. Hactpoiika n mposepka ACL-criickoB st IPv6.

50-
51

IIpotoxoa DHCP
[Tporokon DHCP. DHCPv4: 6a3zoBas onepanus, ¢popMat cooOIIeHU, COOOIIEHUS O0OHAPYKEHUS U

npemtoxkerns. Hactpoiika, mpoBepka u perpancisnus mpoctoro DHCPv4-cepsepa. Hactpoiika
MapmpyTtu3aTopa B kadectee DHCPv4-knuenTa. Hactpoiika mapmpyrtuzatopa xmacca SOHO.
[Touck u ycTpanenue Heronaaok B padbore mapumpyruzaropa DHCPv4. [Ipotokon DHCPv6.
ABTomaTHnueckas HacTporka aapeca 6e3 orcnexxknBanus coctosaus (SLAAC). Ipuaimmn paboTs
SLAAC ¢ DHCPv6. DHCPvV6 ¢ u 6e3 orcnexxuBanus coctosaus. [Iponeccesr DHCPv6. Hactpoiika
MapupyTtuzaTopa B kauectBe DHCPv6-cepsepa 1 DHCPv6-kinenTa. [louck u ycrpanenue
HenoJiaiok B pabore DHCPvG6.

52-
53

IIpeoGpa3zoBanne cereBbix aapecos IPv4

[IpeoOpazoBanue cereBrix anpecoB [Pv4. KonnenryansHoe mpeobpazoBaHie CETEBBIX aIpecoB
(NAT). Tepmunonorus u npuniunsl padbotel NAT. TIpoctpancTBo yactHbIX [Pv4-anpecos.
Crarudeckoe U TuHaMI4IecKoe mpeodpazoBanue ceTeBbix anpecoB (NAT). [Ipeobpa3oBanme
aapecos optoB (PAT). CpaBuennie NAT u PAT. IIpenmymmectsa u seqoctatku NAT. Ananus
crarndeckoro npeodpazoBanust NAT. [Tpuniun padots! aunamudeckoro NAT Hacrpoiika u
npoBepka NAT, PAT. Ilepeanpecarus moproB. Hactpoiika NAT u nporokosna [Pv6.

Ilouck u yctpanenne Henonaok B padbote NAT.

B mom uucne npakmuueckux 3anamuii u 1a60pamopHbIxX padom

1 | Hacrpoiika kommyTaTopa:
¢ ba3oBas HacTpoilka KOMMyTaToOpa;
* Hacrpoiika napameTpoB 6€30MaCHOCTH KOMMYTATopa.
2 | Hacrpoiika 6€30mMacHOCTH KOMMYyTaTOpa:
* Hacrpoiika nporokona SSH;
* Hacrpoiika ¢pynkimum Switch Port Security;
* Ilouck u ycTpaHeHHEe HETONAI0K B CUCTEME O€30MaCHOCTH IIOPTOB KOMMYTATOpa;
OTpaboTKa KOMIUIEKCHBIX TPAKTHYECKUX HABBIKOB.
3-4| Kongurypanus cereit VLAN:

* Kondurypamus cereit VLAN 1 TpaHKOBBIX KaHAJIOB;

* Ilouck u ycrpaneHue Henonanok B KoHpurypaunu VLAN;

*  Peammsanms cucteMbl 6e3onacHocTH cetTn VLAN;,

*  Peammsarus ceteit VLAN 115t cerMeHTanum ceTeil mpeapusITHI MaJIoTo U CPEIHETO
OusHeca.

26
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5-6

HacTtpoiika mapmpyrtuzaTopa:
* Hcmonmp3oBaHue KOMaH/BI traceroute Isi OOHAPYKEHHS CETH;
¢ JIOKyMEHTHUPOBAHUE CETH;
* Hacrpoiika untepdeiicos IPv4 u [Pvo;
* Hacrtpoiika u npoBepka HEOOJBIIION CETH;
HccnenoBanyue MapuipyToB € NPSMBIM MOKIIOYEHUEM.

7-8| Hactpolika MapiipyTH3aluu:
* CocraBnenue cxeMmsl cetu MHTepHeT;
* Hacrpoiika 6a30BbIX apaMeTpOB MaplIpyTH3aTOPa C MOMOIIBI0 HHTepdeiica KOMaHAHOM
ctpoku (CLI) cucremsr Cisco 10S;
* Hacrpoiika 6a30BbIX TapaMeTpoOB MapiipyTuzaropa ¢ momoursio CCP.
9- | Mapmpytuzanus mexay VLAN:
10 * Hacrpoiika mapmpytusanuu Mexay VLAN s kaxaoro narepdeiica;
* Hactpoiika mapmpytuzanuu mexay VLAN Ha ocHoBe ctangapta 802.1Q u TpaHKOBOTO
KaHaJa;
* [Ilouck u ycTpaHeHHe HEMOJIAIOK B MapIIpyTH3any Mex Ty ceTsiMmu VLAN.
11-| Hacrpoiika cTaTH4ecKoi MapIIpyTH3AIH:
12 * Hacrpoiika crarndaeckux Mapupytos [Pv4/IPv6 1o ymonuanuio,
* Pa3paborka u peanuzanus cxemsl agpecaiuu [Pv4 ¢ ucrionb3oBannem VLSM;
e Pacuér cymmapusix mapuipytos IPv4 u [Pvo;
¢ Ilouck u ycTpaHeHHe HENONaA0K craTndeckux Mmapupytos IPv4 u IPv6.
13-| Hacrpoiika suHaMUYeCcKON MapIIpyTH3aIINH:
14 | » UccnenoBanue cXoQUMOCTH;
° CpaBHeHHE METOIOB BbIOOpa IyTH B poTokonax RIP.
15-| Hactpotiika mpotokonoB RIPv2 u RIPng.
16
17-| Hacrpoiika npotokonos OSPF:
18 | » Hactpoiika 6azoBoro nporokona OSPFv2 nns oxHoit oGnacTw;
. bazoBas HacTpoiika mporokona OSPFv3 mns ogHOM oOmacty.
19-| U3yuenne MmexaHU3MOB pabOThI CO CIUCKAMHU KOHTPOIIS JIOCTYTA!
20 * HarmsagHoe npencraBnenue padborsl ACL-criucka;

* Hactpoiika crangaptHeix ACL-CIUCKOB;

* Hacrpoiika crangapTHeIX MIMeHOBaHHBIX ACL-criickoB;

* Hactpoiika ACL-criucka ans iunuit VTY;

*  Hactpoiika pacimmpeHHbx ACL-CITUCKOB ISl pa3IMYHBIX CIICHAPHERB;
* [louck u ycrpaHeHue Henonaaok B pabore ACL-CIIMCKOB;

* Hactpoiika ACL-criuckos IPv6;
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*  OtpaboTKa KOMIJICKCHBIX MPAKTHYECKUX HABBIKOB.
21-| Hactpoiika ACL-criuckoB:
22 * Hactpoiika u nposepka crangapTHeIXx ACL-criucKoB;
¢ Hacrpoiika u npoBepka orpanuuenuii VIY;
* Hactpoiika u mpoBepka pacmupeHHbIX ACL-CIHCKOB;
* Ilouck u ycrpaHeHre HENOIAIOK B HacTpolike U pazmerierann ACL-
CITHCKOB;
* Hactpoiika n npoepka ACL-criuckoB ans IPv6.
23-| Uzyuenwne nporokonoB DHCP:
24 * bazosas Hactpoiika DHCPv4 na mapmpyTtuzaTope;
* bazosas nactpoitka DHCPv4 na kommyTaTope;
* Tlouck u ycrpaneHue Heronanok B pabore DHCPv4;
* Hacrtpoiika cepsepa DHCPv6 6e3 oTciie:)KuBaHUS COCTOSHUS M C OTCICKUBAHUEM
COCTOSIHUS;
[louck u ycrpanenne Henonagok B pabote DHCPv6. W3yuenue nporoxona DHCP:
* Hacrpoiika npotokona DHCP ¢ momomsto komana Cisco 10S;
*  OtpaboTKa KOMIJICKCHBIX MPAKTHYECKUX HABBIKOB.
25 | [Ipeobpa3oBaHme CETEBBIX aPECOB:
*  Usyuenwue npunmmna padotsl NAT;
* Hactpoiika cratuyeckoro u nuHamMmuyeckoro NAT;
e Peamm3anus craTudeckoro U guHamudeckoro NAT;
* Hacrpoiika nepeaapecanuu nopToB Ha MapuipyTtuzarope Linksys;
* IlpoBepka, MOKCK U yCTpaHEHHE HETONaA0K KoHpurypanuii NAT;
*  OtpaboTKa KOMIIJICKCHBIX MPAKTHYECKUX HABBIKOB.
26 | N3syuenue padotsl ¢ NAT u PAT:
* Hactpoiika muHaMmudeckoro u craruueckoro NAT;
¢ Hactpoiika NAT-nyna ¢ neperpy3koii u PAT;
* Ilouck u ycrpanenne Henoianok KoHdpuryparmit NAT.
Pa3nen 2. Oprannzanus,
NPUHIUIBI TOCTPOEHUS H
(pyHKIHOHMpPOBAHMS
KOMIIBIOTEPHBIX ceTeil
M/K.01.02. Opranu3auus, 155
NPUHIUIBI TOCTPOEHUS H
(pyHKIHOHMPOBAHMS
KOMIIBIOTEPHBIX ceTeil
Tema 2.1. MapmipyTuzauus u Cooepocanue 50

17



KOMMYTAaIus.
MacmradupoBaHue ceTei

BBenenne B MacmiTabupoBaHue ceTei
Peanuzanus npoekra cetu. [Ipoekt nepapxudeckoi cetu. Pacmmpenue ceTu.

2 BrI100p ceTeBBIX YCTPOUCTB.
3 KommyTtanmonHoe obopynoBanue.
4 MapuipyTtuzaTopbl. Y papistolye yCTPOICTBa.
MN30b1TOuHOCTS LAN
5 [Monstus nmporokona spanning-tree. [IpeanazHadenue nporokona spanning-tree.
6 [punnun padotsr STP.
7 Tumer mpotokosio STP. Hactpoiika mporokoma STP. Hactpotika PVST+. Hactpoiika Rapid
PVST+.
8 [Ipo6aemsl HacTpoiiku STP.
ArperuposaHue KaHaJ10B
9-12 | OcHOBHBIE TTOHATHS arPErUPOBAHUS KaHAIOB. ATpernpoBaHUe KaHAJIOB.
13-14 | Ilpunauun padotsr EtherChannel. Hactpoiika arperupoBanust KaHaJoB.
15-16 | Hacrpotika EtherChannel.
17-18 | IlpoBepka, mouCK U ycTpaHeHHe Hemonaaok B pabote EtherChannel
19-22 | BecnpoBoaHbIE JOKAJIbHbIE CETH
23-24 | KoHueniuu 0€CpOBOTHON CBA3H.
25-26 | BBeaeHue B OeCIIPOBOAHYIO CBSA3b.
27-30 | Kommonents! cereit WLAN.
31-32 | Tomonoruu cereit WLAN 802.11.
33-36 | [IpuHIunbl paboTH OECIPOBOIHON JIOKATBHON CETH.
37-40 | Crpyktypa kaapa 802.11.
40-44 | OyHKIMOHMPOBaHKE OECTIPOBOAHON CBS3H.
45-48 | YnpaBieHHe KaHAJIaMH.,
50-52 | bezomacHOCTh OECIIPOBOIHBIX JIOKANBHBIX CETEH.
53-56 | Yrpo3sl ans cereit WLAN.
57-60 | Obecneuenne 6e3onacHoctn WLAN.
62-64 | Hacrpolika OeCrpOBOAHBIX JIOKAIbHBIX CETEH.
Hactpoiika 6ecripoBoiHOr0 MapipyTu3aropa. Hactpoiika 6ecipoBOIHBIX KITHEHTOB.
65-68 | Ilouck u ycTpaHeHue Hemoaaok B pabote cereit WLAN.
69-70 | IlpoBepouHnas pabora
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71-74

Hactpoiika u ycTtpanenue HenoJiafok B padore OSPF nos oxHoii o01acTi

75-78 | Pacmupennsie napamerpsl mporokosna OSPF ms ogHoii oGmacty.

79-82 | Mapmpyruzanus Ha ypoBHsIX pactpenenenus u siapa. OSPF B ceTsx ¢ MHOXKECTBEHHBIM
JIOCTYTIOM.

83-86 | PacmpocTrpaneHne MapipyTa no yMOJ4aHHIO.

87-89 | Tounas Hactpoiika uarepdeiicoB OSPF.

90 3ammra OSPF.

91-94 | Ycrpanenue Henonanok peanu3aruu npotokona OSPF mist oxHo# obmacTw.

95-98 | Cocrasistoniye IpoLeAyphl IOUCKA U yCTpaHeHus Herolagok B pabore OSPF mnst oxHoi
o0macTH.

99-106| Ilouck u ycrpaneHue Henonanok B Mapmpytusanuu OSPFv2 mis onsoit oonactu. [louck n
ycTpanenue Henonaaok B OSPFv3 s omHol 06nactu

107- | IIpoBepounas pabota

108
OSPF 1151 HecKoJIbKHUX 00J1acTel

109- | IIpunauun padotst OSPF mis HEcKoIBKMX obnacTeil.

110

111- | Hazmauenme OSPF mist Heckombkux oOmacTeil.

114

115- | IIpunanun pabdotet naketoB LSA B OSPF ans Heckonbkux obnactei.

118

119- | Tabnuna mapupyTu3anuu u Tinsl Mappytos OSPFE.

122

123- Hactpoiika OSPF nns Heckonpkux o0nacTei.

126

127 O6wenunenne mapupytoB OSPF. IIposepka OSPF miis Heckoapkux obnacteil.

B mom uucne npakmuyeckux 3anamuil u 1a00pamopHuvlx padom

Pa3BepTLIBaHI/IC KOMMyTpreMOﬁ CCTU C PC3CPBHBIMHU KaHAJIAMU

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrpoiika npotoxona GLBP

Onpenesnenne THHOBBIX OmMO0K KoHpurypamu STP

QB |WIN|F

Hactpoiika EtherChannel

20
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6 | Ilouck u ycrpanenue Henonaaok B padbote EtherChannel

7 | ArperupoBaHue KaHAJIOB

8 | Hactpoiika 6ecripoBOAHOTO MapHIpyTU3aTOpa M KITMEHTA

9 | Hactpoiika 6a3oBoro mporokonaa OSPFv2 st ogHO# o6macTu

10 | Hacrpotika OSPFv2 B ceTrt MHOKECTBEHHOT'O IOCTyIa

11 | Hactpotika pacupensbix Gynkmuidi OSPFv2

12 | IMouck u ycTpaHeHHe HemoNaJIoK B pabote ocHOBHBIX poTokosioB OSPFv2 u OSPFv3 mns oxHoi
oOnactu

13 | [Touck u ycTpaHeHHe HemonaA0K B paboTe ycoBepiieHcTBOBaHHOTO poTokona OSPFv2 ans oanoit
obnactu

14 | BnageHue HaBBIKaMH MTOMCKA M yCTPaHEHHS HEMoNaIoK B pabore OSPF

15-| Hacrpotika OSPFv2 s HeckombKkux obmacTei

16

17-| Hactpoiika OSPFv3 nist Heckonbpkux obmacteit

18

19-| Ilouck u ycrpanenue Henonaaok B padbore OSPFv2 u OSPFv3 mist Heckombkux obmacreit

20

Tema 2.2. CoenuHeHHE CETEId. Cooepoicanue 104

1- | HoaxkaoYeHne K rJI06ANLHON ceTH

20 | O0630p TexHoONOTHI TI00aNbHOI ceTh. Llenb co3mnanust rmodansHbIX ceTel. [IpuHIum padoTh
rinobansHOH ceTd. BeiOop TexHonmoruu riao6anbsHoil cetn. CepBUCH TI100aNbHOM CEeTH.
HNudpacTpykTypbl 4acTHBIX TII00ANBHBIX ceTeil. MHppacTpykTypa 00IIe0CTyMHOM r106anbHON
cetu. Be160p cepBHUCOB TII00ATEHOM CETH.

21 | CoenuHeHUE KTOYKA-TOYKA»

- | O030p mocne0BaTEILHOIO COSANHEHUS «TOUKa-TOUKa». CBsI3b 110 MOCIEI0BATEIbHOMY KaHATY.

40 | Uukancymsiuus HDLC. Ipuauun padotsl mpotokona PPP. Ilpeumymectsa nporokosia PPP. LCP u
NCP. Ceancer PPP. Hacrpoiika npotokona PPP. Hactpoiika npotokona PPP. Ayrentuduxanms
PPP. Otnanka coequaeranii WAN. Otimaaka PPP.

41 | PemieHusi HIMPOKOIOJIOCHOTO J0CTyNA

- | Yoanéunas pabora. [IpenmyrecTra ynanéHaaou padbotel. busnec-tpeboBanus 1 yIan€HHBIX

60 | paborHukoB. CpaBHEHHUE pEIICHUH IUPOKOIoI0ocHOro nocryna. Kadens. DSL. bectipoBoHbie
HIMPOKOTIOJIOCHBIE ceTH. BbI00p perienuil mupokomnonocHoro goctyna. Hacrpoiika noakimoueHuit
XDSL. O630p PPPoE. Hacrpoiika PPPoE.
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61

3ammuTa MekpUInAILHON CBA3M

y4acTHe B IPOEKTUPOBAHUH CETEBON HHPPACTPYKTYPHI,

70 | Ceru VPN. OcHoBsl ceteir VPN. Turms cereit VPN. Tynnenu GRE mexny o0bekramMu. OCHOBBI
GRE. Hacrpoiika tynneneit GRE. O6mue cenenust 06 [Psec. 3amura npotokona IP. CtpykTypa
npotokona [Psec. Y panéunsiit qoctyn. Pemenus VPN s ynanéanoro goctymna. Cetu VPN
YAJIEHHOTO JOCTyNa ¢ Hcnonb3oBaHueM IPsec.
71 | Monutopuur Cern
- | Syslog. IMpunmun padotsr Syslog. Hactpoiika Syslog. SNMP. ITpuniun pabotst SNMP.
90 | Hacrpoiika SNMP. NetFlow. ITpuniun padoter NetFlow. Hactpoiika NetFlow. [IpoBepka moneneit
Tpaduka.
91 | OTaaaka ceTn
- | [louck u ycTpaneHue HEMONAAOK C UCIONB30BAaHHEM CHCTEMHOTO Moaxoa. JlokyMeHTauus mno
10 | ceru. [Ipouenypa norcka U ycTpaHeHHs HEMONAA0K. M30ms1us mpoOieMbl ¢ TOMOIIBIO
4 | mHOTOYpOBHEBBIX Mozenel. Otinanka cetu. CpeacTBa IOMCKA U YCTPAHEHHUS HETIOTal0K.
CHMNTOMBI ¥ IPUYHHBI OTIIAJKHU ceTH. [IOUCK M ycTpaHeHre HemoaloK cBsi3u B ceTsix IP.
B mom uucne npakmuyeckux 3anamuil u 1a60pamoprulx padom 10
1 | Hacrpotika 6a3oBoro PPP ¢ ayrenTudukanueit
2 | Otnmagka 6azoBoro PPP ¢ ayrentudukarnueit
3 | IIposepka PPP
4 | Hactpoiika mapripytu3aropa B kauectse kiarenta PPPoE mis nonkmoyenus DSL
5 | Hactpoiika tynaens VPN GRE no cxeme «rodka-Toukar
6 | Pa3zpaboTka TEXHHUYECKOTO OOCITYKUBAHUS CETH
7 | Hactpotiika Syslog u NTP
8 | M3yuenne nporpaMMHOro obecnedeHus 1Jii MOHUTOPHHTA CEeTH
9 | Hactpoiika SNMP
10 | Coop u ananu3 ganHbix NetFlow MHCTpyMeHTapHii ceTeBoro aiMUHUCTpaToOpa JJisi HAOIOACHNUS
Cooii B pabote cetu Pa3paboTka goKyMeHTauu
IIpumepHasi TeMaTHKa CAMOCTOSATEIbHON y4eOHO#i padoThI:
. CucremaTtndeckas npopaboTka KOHCIIEKTOB 3aHATHH, yueOHO U CHeIHaTbHON TEXHUYECKON JTUTEePaTypHhI.
. KoHcniekTupoBanue TekcTa, paboTa co CIOBapsSMH M CIIPAaBOYHUKAMH, O3HAKOMJICHHE C HOPMAaTUBHBIMHU JOKYMEHTaMH,
yueOHO-UcceoBaTeNbckas paboTa mpu caMoM IMIMPOKOM HcTob3oBanuu MuTepHera u npyrux | T-rexHomoruit.
. IIpoextHbie popmbl pabOTHI, MOATOTOBKA COOOIIEHHH K BBICTYIJIEHUIO HA CEMUHApaX U KOH(PEPEeHLHUAX; OAr0TOBKA
pedeparos, 10KJIAI0B.
. I[loaroToBka K J1abOpaTOPHBIM U MPAKTHUECKUM padOTaM C HCTIOIb30BaHUEM METOIMYECKIX PEKOMEH IallUi MPEenoaBaTes,
odopmiieHne 1a00paTOPHO-NPAKTUIECKUX PabOT, OTUETOB M MOATOTOBKA K MX 3aITUTE.
Y4eOHasa NpaKkTHKA
IIpumepHBbIii nepeyeHs padoT: 144
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y4acTue B OpraHU3allK CeTEeBOr0 aIMUHUCTPUPOBAHMS,
IKCIUTyaTalysi 0ObEKTOB CETEBON HH(PPACTPYKTYPHI,
y4acTue B YIPABJICHUU CETEBBIMU CEP

BHCAMU;

y4acTue B MOJECPHU3AINH CETEBON HHPPACTPYKTYPHI.

ok wn

IIpou3BoACTBEeHHAsI MPAKTHKA pa3jesia
IIpumepHBbIii nepeyeHs padoT:

1. yyacrtue B pa3paboTke METOAOB, CPEICTB M TEXHOJIOTUI IPUMEHEHHS] 0OBEKTOB MTPO(ECCHOHATBHON 1EATEIbHOCTH;

2. mpoBeaeHue NpopuIakKTUYECKNX padoT Ha 00BEKTAX CETEBOM MHPPACTPYKTYPHI M pabOYUX CTAHLIUSAX;

3. ydacTHe B MHBEHTapH3allUU TEXHUUECKUX CPEICTB CETEBON MH(PACTPYKTYphl, OCYIECTBICHHE KOHTPOJIS IOCTYIIMBILETO U3
peMoHTa 000PYIOBaAHUS.

180

HpOMe)RyTO'lHaH arrecrauus

12

Bcero

756
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3. YCJIOBHUS PEAJIM3ALIMU TPOT'PAMMBI TIPO®ECCUOHAJBHOI'O MOAYJISL

«IIM.01 BBINOJTHEHUE PABOT 11O MIPOEKTUPOBAHMIO CETEBOM
HHOPACTPYKTYPBI»

3.1. [Ias peaqu3auuyu NporpaMMbl NpogecCHOHAIBLHOT0 MOIYJIfA MPeIyCMOTPEHbI
cjieayonue cnennajbHble NOMelleHns:

Jlaboparopusi «OpraHu3anuss W TPHHIUIB TIOCTPOCHUS KOMIBIOTEPHBIX CHCTEMY,
OCHAIIIEHHBIC B COOTBETCTBHH C 1. 6.1.2.1. IIpumepHoii nporpammel o cnermanbHocT 09.02.06
«CeTeBoe U CUCTEMHOE aJIMUHUCTPHPOBAHUEY.

Crynust [IpoexkTupoBaHHs U JTU3aiiHa CETEBBIX APXUTEKTYp M WH)KEHEPHOW TpaduKi,
OCHaIIIeHHas B COOTBETCTBUH C 1. 6.1.2.2. [TpumepHoii mporpammsl 1o crnernuanbHoctu 09.02.06
«CereBoe U CHCTEMHOE aIMUHICTPHPOBAHUEY.

OcHaiieHHble 0a3bl NMPAaKTUKH, B COOTBETCTBUM ¢ 1 6.1.2.3 IlpumepHoil mporpamMmsbl IO
cneruanbHocT 09.02.06 «CeTteBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE.

3.2. UndopmannoHHOe 0becnieyeHre peain3alui NPOorpaMMbI

Jua peanuzanuy mporpamMMmbl  OMOTHMOTEYHBIH (OHI 00pa30BaTENbHON OpPraHU3allid WMEET
MICYATHBIC W/WIK 3JICKTPOHHBIC 00pa30BaTeNIbHbIC U MH()OPMAIMOHHBIC PECYPChl, PEKOMEHAYEMbIC IS
HCIIONIb30BaHUS B 00pa30BaTEILHOM IIPOIIECcCe.

3.2.1. IleuaTHble H3TaHUA

1. H.B. Makcumos, N.U. TTono. KomnbioTepHbie ceTu [ NeKTpOHHBIN pecypc]: yueo.
[Tocobue -M.: DOPYM: UHDOPA-M 2017.
2. Hogoxwuo E.O. Kommnbtorepusie cetu.—M.: OUILL «Akanemus, 2013.

3.2.2. DJIeKTPOHHbIE U3JaHUS (JIEKTPOHHBIE PECypChI)
3.2.3. /lonoTHUTEIbHBbIE HCTOYHHKH (1pU HE0OX0OUMOCHU)

4. KOHTPOJIb H OLIEHKA PE3YJIbTATOB OCBOEHHA IPO®ECCHOHAJIBHOI' O MOAYJIA

«IIM.01 BBIITOJTHEHHUE PABKOT I10 ITPOEKTHPOBAHHUIO CETEBOH HH®PACTPYKTYPhI»

Kon u HanmeHoBaHUE
po(heCcCUOHANBHBIX U

OBIIMX KOMIICTEHIHIA, Kpurepun onienku MeTo 1Bl OIIEHKH
(bopMHpYEMBIX B paMKax
MOYJIst
[IK 1.1. BeinonHsTsh O1eHKa «OTJIHYHOY - TEXHUYECKOE Dk3amMen/3a4et B hopme
NPOCKTUPOBaHNE 3a/IaHAe MMPOAHATTN3UPOBAHO, aJITOPUTM | COOECETOBAHNIS:
KaOeMbHON CTPYKTYPB | paspaGoTan, cOOTBETCTBYET MPAKTUYECKOE 3aJaHUE TI0

KOMITBIOTEPHOH ceTH.
TEXHUYECKOMY 33JJaHHI0 M OPOPMIICH B | TIOCTPOCHUIO ajrOpUTMA B

COOTBCTCTBUU CO CTaHJAApTaMU, COOTBCTCTBUU C
MTOSICHCHBI €T0 OCHOBHBIC CTPYKTYPhI. TCXHUYCCKHUM 3aJITaHUEM
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OreHKa «XOPOIIOY -aITOPUTM
paspabotaH, 0pOpMIICH B COOTBETCTBUN
CO CTaHAAPTaMHU M COOTBETCTBYET
3aJJaHHI0, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYPBHI.

Or1ieHKa «y10BJIETBOPUTEIBHO) -
QITOPUTM pa3paboTaH U COOTBETCTBYET
3a7aHUIO.

3ammTa 0T4EeTOB 110
MPAKTHYCCKUM U
JabopaTOPHEIM paboTam

IIK 1. 2. OcymiecTBiaTh
BBIOOD TEXHOJIOTHUH,
WHCTPYMEHTAIBHBIX
CPEJICTB U CPEJIICTB
BBIUYHMCIIMTEIbHOMN
TEXHHUKH TTPU
OpTraHM3aIiY TIpoIiecca
pa3paboTKy u
HCCIIEIOBAHUS OOHLEKTOB
npoeccnoHaIbHON
JIEATENHHOCTH.

O1eHKa «OTJIHYHOY - TEXHUYECKOE
3aJJaHKe TPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aIaHUI0 U O(DOPMJICH B
COOTBETCTBHU CO CTAHIAPTaMH,
MOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBHI.

O11eHKa «X0POILI0» -aJITOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUU
CO CTaHIAPTaMH U COOTBETCTBYET
3a/1aHUIO, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBL.

OleHKa «y10BJIETBOPUTEIbHOY -
ITOPHUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3amMen/3aueT B hopme
cobece0BaHMS:
HPaKTHYECKOE 3a/IaHNE 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEXHHUYCCKHUM 3aJaHUEM

3ammra OT4eTOB 0
MPaKTUYCCKUM H
J1a00paTOpHBIM paboTaM

IIK 1. 3. ObecrieunBaTh
3aIuTy HHPOPMAIIUH B
CETH C MCIOIL30BAHUEM
MPOTPaMMHO-
armapaTHBIX CPEJICTB.

Or1ieHKa «OTJIHYHOY - TEXHUUECKOE
3aj1aHue MPOAHATU3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHHI0 H 0(DOPMIICH B
COOTBETCTBHH CO CTAHIAPTaMH,
IIOSCHEHBI €70 OCHOBHBIE CTPYKTYPBI.

OreHKa «X0pOII0Y -aJTOPUTM
pa3paboTaH, 0()OpMIIEH B COOTBETCTBHU
CO CTaHJapPTaMH U COOTBETCTBYET
3aJJaHHI0, TIOSICHEHBI €T0 OCHOBHBIC

CTPYKTYPBI.

OHeHKa «KYAOBJIETBOPUTEIBHO» -
AJITOpUTM pa3pa60TaH " COOTBCTCTBYCT
3aJIaHHUIO.

Ok3amen/3aueT B popme
cobeceoBaHHUs:
HPaKTHYECKOE 3a1aHHE 10
HOCTPOCHHIO AITOPUTMA B
COOTBETCTBUHU C
TEXHHUYCCKHUM 3aJaHUEM

3amuTa OT4ETOB 110
MMPAKTUYCCKUM U
J1abopaTOPHEIM paboTam
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[IK 1. 4. [IppauMats
y4acTue B MPUEMO-
CIaTOYHBIX HCIIBITAHUIX
KOMIIBIOTEPHBIX CETeH U
CETeBOr0 000PYyIOBAHU
Pa3TUYHOTO YPOBHS U B
OLIEHKE KayecTBa U
SKOHOMHUYECKOU

3 PEKTHBHOCTH CETCBOM
TOMOJOTHH.

OI1leHKA OTJIMYHOY - TEXHUUECKOE
3aJ]aHKe TIPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJIJaHHIO U O(OPMIICH B
COOTBETCTBHU CO CTAHIAPTaMH,
MTOSICHEHBI €70 OCHOBHBIC CTPYKTYPBHI.

OI1IeHKa «XOPOIII0Y -aITOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUU
CO CTAHIAPTaMH U COOTBETCTBYET
3aJIaHHUI0, TIOSICHEHBI €r0 OCHOBHBIC

CTPYKTYPBHI.

OrieHKa «yT0BJIETBOPUTEIBHOY -
aNropuTM pa3paboTaH U COOTBETCTBYET
3aJaHUIO.

TCXHUYCCKHUM 3aJTaHUEM

1abopaTopHBIM paboTaM

Ok3amen/3aueT B hopme
cobeceIoBaHMs:
MPaKTUIECKOE 3aJaHue Mo
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C

3ammra OTYETOB 110
MIPaKTHYECKUM U

IIK 1. 5. BoInoaHATH
TpeOoBaHUS
HOPMAaTHUBHO-
TEXHUYECKON
JOKYMEHTAIINH, UMETh
OTIBIT OYOPMIICHHS
MPOEKTHOMI
JOKYMEHTAIIHH.

OueHka «OTIIMYHO» - TEXHHIECKOE
3aJlaHNe POAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHYECKOMY 33/IaHHIO 1 0()OpMIICH B
COOTBETCTBHH CO CTAaHIAPTaMH,
MIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.

O1eHKa «X0POII0Y -aNTOPUTM
paspaboTtaH, opopmIIeH B COOTBETCTBHUH
CO CTaHJapPTaMH U COOTBETCTBYET
3a/1aHUIO, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBL.

OrneHka «y10BJIETBOPUTEIBHOY -
ITOPHUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIo.

Dx3ameH/3adet B hopme
co0eceJoBaHMsL:
MPaKTHYECKOE 3a/IaHKE 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBUHU C
TEXHHYECKUM 33/TaHHEM

3ammra OT4ETOB MO
MPaKTUIECKUM U
nmabopaTopHBIM paboTam

OK 01. Beibupats
CIIocoOBI pereHus 3a1a4y
npodeccuoHaIbHON
JIeSITEIBHOCTH,
NPUMEHHUTENIEHO K
pa3IUYHBIM KOHTEKCTaM.

— 00OCHOBAaHHOCTbH TTOCTAHOBKH IIEJIH,
BbIOOpA U TIPUMEHEHHS METOJIOB U
croco00B penieHus MPohecCHOHANTBHBIX
3ajay;

- QJIeKBaTHasl OIICHKA U CaMOOIICHKa

3¢ (EeKTUBHOCTH U KayecTBa
BBITNIOJIHEHUS TPO(ECCHOHAIBHBIX 3a7a4

OI1 02.0cym1ecTBIATH
MTOWCK, aHAIHU3 H
HWHTEPIIPETAIUIO
nH(pOopMaIuy,
HEO0OXOIUMOH st
BBITIOJTHEHHS 3314
npodeccuoHaIbHON
JIeSITEIIbHOCTH.

- MCTIOJIb30BaHME PA3TMIHBIX
HCTOYHUKOB, BKIIIOYasl 2JIEKTPOHHBIE
pecypcsl, Meauapecypcesl, IHTepHeT-
pecypchl, IEPUOANYECKHE U3TAHNS IO
CIEINATFHOCTH JIJIS1 PEIICHUS
npodecCHOHANBHBIX 3a1a4

OK 03. IInannpoBaTs U

- JCMOHCTpalurd OTBECTCTBCHHOCTH 3a

HNurtepnperanus
Pe3yJIbTaTOB HAOJIIOICHHIA
3a JIeSITebHOCTBIO
oOyyaromerocs B mporecce
OCBOCHHS
o0Opa3oBaTeIbHOMH
POTPAMMBI

DKCIepTHOE HAOIIOICHHUE U
OIICHKA Ha JIA0OPaTOPHO -
MPaKTUIECKUX 3aHITUAX,
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peann3oBbIBaTh
coOCTBEHHOE
npodeccuoHanbHoe U
JMYHOCTHOE Pa3BHTHE.

NPUHSATHIC PELICHUS
- 000CHOBaHHOCTh CaAMOAHAIN3a 1
KOPPEKIHs pe3yIbTaTOB COOCTBECHHOM
paboTsl,

OK 04. Pabotarts B
KOJUICKTUBE M KOMaH/Ie,
3¢ HEKTHBHO
B3aUMO/ICIICTBOBATH C
KOJUICTaMH,
PYKOBOJICTBOM,
KJIMCHTAMH.

- B3aUMOJICHCTBUE C O0YJAIONIMMUCS,
IIPENoAaBaTeIsIMU U MacTepaMH B X0/IC
00y4eHus1, C PYKOBOJUTEISIMHA YUeOHOH
Y TIPOU3BOJICTBEHHOM NPAKTUK;

- 000CHOBaHHOCTh aHaJIA3a padOTHI
9JICHOB KOMaH/BI (IO JIYMHECHHBIX )

OK 05. OcymecTBisTh
YCTHYIO U IUCHMEHHYIO
KOMMYHHKAIXIO Ha
rOCYJapCTBEHHOM SI3BbIKE
C y4eToM ocoOeHHOCTeH
COIMAIBHOTO U
KYJIbTYPHOTO KOHTEKCTA.

-rpaMOTHOCTb YCTHOM U MUCbMEHHOM
peun,

- ICHOCTH (DOPMYITHPOBAHUS U
W3JI0’KEHUS MbICIIEeH

OK 06. IIposBnsaTh
IpaKIaHCKO-
MaTPUOTHUECKYIO
MO3HUIHIO,
JIEMOHCTPHPOBATH
OCO3HAHHOE TTOBEJICHUE
Ha OCHOBE

- cOOJII0ZICHHE HOPM TOBEACHUS BO
BpeMsl YIeOHBIX 3aHATHHA U
MIPOXOKACHUS YUeOHOH 1
MPOU3BOJICTBEHHOM MPAKTHK,

00111e4eTI0BEYECKUX

LIEHHOCTEN.

OK 07. ConeiicTBOBaThH - 3)eKTUBHOCTD BBITIOTHEHUS ITPABUII
COXPAHECHUIO Th Bo BpeMsi y4eOHBIX 3aHATUH, IPU
OKpYy>Karolei cpesl, MIPOXO’KACHUH yueOHOU U
pecypcocOepekeHHIo, MPOM3BOJCTBEHHOH NMPaKTHK;

3¢ (heKTUBHO - 3HAHUE U UCTIOIH30BaHNE
JIeiCTBOBAThH B pecypcocOeperaromux TeXHOJIOT Uil B
Ype3BbIYaHbBIX 001aCTH TeIEKOMMYHUKALMN
CUTYyaIIUsIX.

OK 08. Mcnonp30BaTh
cpeacTBa PU3nUecKOn
KYJIBTYPBI JUISI
COXpaHEeHUs U
YKPEIUICHUS 3I0POBbS B

- 3¢ (GEeKTUBHO UCIIOIL30BaTh CPEJICTBA
(bu3NUECKON KyIbTYPHI JJI51 COXPAHCHHUS
U YKPEIUJICHHUS 3I0POBbsI B IPOIIECCe
po(heCCUOHAIBHOM JIEATEIILHOCTU U
noJyiep:kaHre HeoOX0MMOTO YPOBHS

npoiecce ($u3nMUecKoi NOATOTOBICHHOCTH.;
npodeccuoHaIbHON

JeSITEIIbHOCTH |

noJAep>KaHue

HE00XO0JMMOT0 YPOBHS

(hm3ugeckoi

MOJrOTOBJIECHHOCTH.

OK 09. Ucnonb3oBats - 3eKTUBHOCTH MCIIOIB30BAHUS
WHPOPMAITMOHHBIE WHPOPMAITUOHHO-KOMMYHUKAITHOHHBIX
TEXHOJIOTUH B TEXHOJIOTHH B TPOECCHOHATBHOM
npodeccnoHaIbHON JEeSITEIBHOCTH COTIIACHO (POPMHUPYEMBIM
JeSITEIIbHOCTH. YMEHUSIM U TI0JTy9aeMOMY

IPAaKTUYECKOMY OIBITY;

IIPY BBITIOJTHEHUH PadOT 10
yaeOHOH 1
MIPOU3BOICTBCHHOM
MIPaKTHKaM

DK3aMeH
KBaJTM(hUKAIIMOHHBII
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OK 10. ITonp30BaThecs
npodeccuoHaIbHON
JIOKYMEHTAaIuen Ha
rOCy/IapCTBCHHOM H
HHOCTPAHHOM SI3BIKE.

- 3()EeKTUBHOCTH UCIIOJIHL30BAHUS B
po(heCCHOHATIBHOMN eSTEIbHOCTH
HEOOXOIUMOM TEXHUYECKON
JIOKYMEHTAllMH, B TOM YHUCJIE Ha
AHTJIINHCKOM SI3BIKE.

OK.11. IlmaampoBaTh
MPePUHUMATEBCKYIO
JESTSIILHOCTh B

PO ECCHOHATTEHOM

chepe

- 3(ppeKTUBHO TTAHHPOBATH
MPEIITPUHUMATENILCKYIO ICITEIBHOCTD B
npodeccuoHansHOU cdepe npu
MIPOBEICHUH PadOT 10
KOHCTPYHUPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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