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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEM ITPOT'PAMMBI
INPOPECCUOHAJIBHOI'O MOAYJIA

«IIM.03 DKCILTYATAIIMSI OFBEKTOB CETEBOI UH®PACTPYKTYPHI»

1.1. I]ens u nnanupyemole pe3yiomamosl 0C60€HUs NPOPeCCUOHAILHOZ0 MOOYA

B pesynbrare wusyueHus mnpodecCHOHATBLHOTO MOAYJSl CTYIACHT JOJDKEH OCBOWTH OCHOBHOW B
JIEATEIILHOCTH DKCIUTyaTaldss OOBEKTOB CETEBOM HWH(PACTPYKTYphl U COOTBETCTBYIOLIUE €My OOIIHe
KOMIIETEHIINU 1 Tpo(heccCHoHaIbHbIE KOMITETEHITHH:

1.1.1. IlepeyeHpb 0OIIMX KOMITCTEHITHIA

Kox HaumeHnoBaHHe 001IMX KOMIIETEHIU I

OK 1. Breibupatre  cmocoObl  pemieHuss  3amad  Mpo(ecCHOHAIBHOW — 1eATeNbHOCTH,
IIPUMEHUTEIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. OcCymiecTBIATh MOUCK, aHAJIM3 M MHTEPIPETANNI0 HHPOPMAIUH, HEOOXOIUMOMN IS
BBINOJIHEHUS 3a]1a4 TPO(GECCHOHATILHON 1E€ATEIbHOCTH

OK 3. [TmanupoBaTh W peaym30BBIBaTH COOCTBEHHOE MPO(ECCHOHAIBLHOE W JMYHOCTHOE
pa3BUTHE.

OK 4. PaGoratp B KOIIEKTHBE U KOMaH e, () (HEKTUBHO B3aMMOICHCTBOBATH C KOJIJIETaMH,
PYKOBOACTBOM, KJIMEHTAMH.

OK'5. OcCylecTBISATh YCTHYIO U IUCBMEHHYIO KOMMYHHUKALMIO Ha TOCYJapCTBEHHOM
A3bIKE C YUETOM 0COOEHHOCTEN COLMAIBHOIO U KYJbTYPHOTO KOHTEKCTA.

OK 6. [TposiBisATH IPaXIaHCKO-NIaTPUOTHYECKYIO MO3ULHIO, JI€eMOHCTPHPOBATH
OCO3HAaHHOE MTOBEJICHNE HAa OCHOBE 00IIEYEI0BEUECKIX [IEHHOCTEH.

OK 7. CopnelicTBOBaTh  COXPAHEHUIO  OKpYXKalolled  Cpeabl, pecypcocOepexeHuto,
3¢ (EKTUBHO AEHCTBOBAThH B YPE3BBIYANHBIX CUTYALIUSX.

OK 8. Hcnonb3oBate cpeacTBa (pU3MUECKON KyIbTYPBHI Ui COXPAHEHUS U YKPEIUICHUs
310pOBbsS B Ipolecce MNpoPEecCHOHANbHON JAEATENIbHOCTH U HOJJCpKaHHE
HE00X0/IMMOT0 YPOBHS (PM3HYECKOM MOATOTOBIEHHOCTH.

OK 9. Hcnonp3oBaTh HHGOPMAIIMOHHBIE TEXHOJIOTUHU B MPOPECCHOHATBHON AESITEIbHOCTU

OK 10. [Tonp3oBaTbess MpoecCHOHATBHOW JOKYMEHTallMel Ha TrocylapcTBEHHOM U
MHOCTPAHHOM SI3BIKE.

OK 11. [TnanupoBaTh NpeIIPUHIMATENbCKYIO 1€ATEIbHOCTh B MPO(ecCHOHANBHOM chepe

1.1.2. Ilepevens npodecCHOHAIBHBIX KOMITETEHITHI

Kon HaumeHoBaHue BUIOB 1eATEJIbLHOCTH M MPO(eCcCHOHAIBHBIX KOMIIETEHIHI

BJI 3. Dxeniyamayust 00beKmoe cemesoll UHGPacmpykmypol

MK 3.1 'YcraHaBIMBaTh, HACTPAUBaTh, IKCIUTYaTHPOBATh U 00CTY)KHBAaTh TEXHUYECKUE U IPOTPAMMHO-
arnmapaTHbIE CPEACTBA KOMIBIOTEPHBIX CETEH.

MK 3.2 [MpoBoaUTH pOodHIaKTHYECKHE paOOTHI HA 00BEKTaX ceTeBOW HHPPACTPYKTYpPhI U pabounx
CTaHIMSX.

K 3.3. 'Y cTaHaBIMBaThH, HACTPAUBATH, IKCILTYaTHPOBATH M OOCTYKUBATh CETEBbIe KOH(PUTYpAIINH.

IK 3.4. 'Y4acTBOBaTh B pa3pabOTKe CXeMbI TIOCIIEaBAPUITHOTO BOCCTAHOBIIEHHUS pab0OTOCIIOCOOHOCTH

KOMITBIOTEPHOM CETH, BBITIOJIHATH BOCCTAHOBJICHHE W PE3EPBHOE KOTTMPOBAHNE MHHOPMAIIHH.

K 3.5. Opranu3oBBIBATh MHBEHTAPU3AINIO TEXHUIECKUX CPEJICTB CETEBON MHPPACTPYKTYPHI,
OCYILIECTBISATH KOHTPOJIb 000PYAOBAaHHS MOCIIE €r0 PEMOHTA.

IK 3.6. IBBITOTHATE 3aMEHY paCXOHBIX MAaTEPHAIOB ¥ MEJIKUI pEMOHT niepruepruitHOTO
000pyI0BaHMsI, ONIPEIEIISATh ycTapeBIiiee 000pyI0BaHNE W IPOTPaAMMHBIE CPEJICTBA CETEBOH

MHPPaCTPYKTYPHI.




B pesynbpraTte ocBoeHHs TPOGECCHOHATBHOTO MOAYIIS CTYAEHT JOJIKEH:

HmeTh npakTHYeCKHil OMbIT B

OoOCTy)XMBaHMH  CETEBOH  HH(PPACTPYKTYPHI,
BOCCTAHOBJICHUU PAaO0OTOCIIOCOOHOCTH CETH TIOCIIC
cOos;

yIaJIeHHOM aIMUHACTPUPOBAHUN u
BOCCTaHOBJICHHHM DPa0OTOCIIOCOOHOCTH  CETEBO
UH(PACTPYKTYPHI;

MOJJEPKKE IOJIb30BATENIE CETH, HACTPOMKE
anmapaTHOTO W MPOrpaMMHOTO  oOecredeHus
ceTeBor HHPPACTPYKTYPHI

YMETb BBIMOJIHATH MOHHUTOPMHT W aHalu3 pPadOThI
JIOKaJbHOM CETH C TOMOILBIO IMPOrPaMMHO-
anmnapaTHbBIX CPEICTB;
OCYHICCTBJIATH JAUAarHOCTUKY u IIOUCK
HEHUCIIPABHOCTEH BCEX KOMIIOHEHTOB CETH;
BBIIIOJIHATH ILCI\/'ICTBI/ISI 110 YCTPAHCHUTIO
HEUCIIPAaBHOCTEHN

3HATh ApXUTEKTYpy M (QYHKLUH CUCTEM YIPABICHUS

CCTAMM, CTaHAAPTHI CUCTEM YIIPABJICHUA
CpeiCTBA MOHUTOPMHIA M aHANM3a JIOKAIbHBIX
CETeH;

METObI YCTpaHECHU HEUCIPaBHOCTEN B
TEXHUYECKUX CPEACTBAX

1.2. KoanyecTBO 4acoB, 0TBOAUMOE HA OCBOEHUE NMPO(eCcCUOHATBHOT0 MOAYJIS

Bcero waco 572
W3 nux Ha ocBoenne MJIK. 03.01 242
Ha ocBoerrne M/JIK. 03.02 102

Ha MMPaKTHUKH, B TOM uncie yueOnyto 108  w mpousBonactBennyo 108




2. CTpyKTypa U cofep:kaHue NPoPecCHOHATBHOI0 MOTYJIs .
2.1. Ctpykrypa npodeccuonaibuoro moayist «IIM.03 DIKCIIYATAIIUA ObbEKTOB CETEBOU HH®PACTPYKTYPbI»

0O06BeM npodheccHoHaTFHOTO MOIYJIS, Yac.

Kot Harveropasis pasienon CyMMapHblii Obyuenue no MJ[K lpaxmuku [IpomexyTounas
npodecCHOHANBHBIX 00BeM IIpousBoxacTBeHHAs | aTTECTALUAA CaMocTosTenbHas
poheCCHOHATHHOTO JlaGoparopHbix K
o0mux ) Moy Harpys3KH, Beero " YPCOBBIX | 7 6Has (ecnu pabora
KOMIIETCHIIUHN yac. NPaKTHIECKHX pa60T npec)yCMompeHa
ARSI (TIpoekToB) paccpedomoyenHas
NpaKmuxa)
1 2 3 4 5 6 7 8 9 10
OK 01-11 Pasnen 1. Dkcruryararus 6
K 3.1-3.6 00BEKTOB CETEBOM 242 222 100 -
WHPPACTPYKTYPHI
OK 01-11 Paznen 2. besonacHocTh 102 92 10
IK 3.1-3.6 KOMITBIOTEPHBIX CeTeH
OK 01-11 YyeOHas mpakTrka (1o 108 108
IK 3.1-3.6 pod U0
CHEIUaTbHOCTH), YaCOB
(ecrm mpegycMoOTpeHa
UTOrOBas
(KOHIIEHTpHPOBaHHAs)
MIPAKTHKA)
OK 01-11 [IpousBoacTBeHHAs 108 108
IK 3.1-3.6 npakTHKa (1o npoduiro
CHEINATFHOCTH), YaCOB
(ecrm mpegycMoTpeHa
UTOrOBas
(KOHIIEHTpHPOBaHHAs)
MPAKTHKA)
Bcezo: 586 314 | 110 | 108 108 6




2.2. TeMaTH4eCKHi IJIaH U cofepskanue npodeccuonaabHoro moayiast «IIM.03 IKCILUIYATAIIUA OB bEKTOB CETEBOH HH®PACTPYKTYPbI»

HaumenoBanue pa3jeioB
H TeM
npo¢ecCHOHAIBLHOI0
moayas (ITM),
MEKIMCUMINIMHAPHBIX
kypcoB (MJIK)

Conep:xanue yueOHOro MaTepuaa,
JabdopaTopHble padoThHI M MPAKTHYECKHE 3aHATHS, CAMOCTONATEIbHAA YueOHasi paboTa 00y4yaomuxcs, KypcoBast
padoTa (MPOEKT) (eciu npedycmompersl)

O0LéM B
yacax

1 2 3

Pazpea 1.
Jkcmnyarauus 00beKTOB
ceTeBoOM

HHGPACTPYKTYPHI

MJK 03.01 222
Okcruryararus 00beKTOB
CeTeBOM MHPPACTPYKTYPHI

Tema 1.1. Dkcrutyaranus Cooepocanue 49
TEXHUYECKUX CPEICTB 1. ®usnyeckue acneKkThl dKcIuryaranun. Ou3ndeckoe BMENIAaTeIbCTBO B HHPPACTPYKTYPY CETH.

ceTeBOr MHPPACTPYKTYPHI 2. AKTHBHOE U TTACCHBHOE CETeBOE 000pyAOBaHNe: KabenbHbIe KaHAIbI, KaOeNb, MaTy-TIaHeI !, PO3ETKH.

3. Ilonoca mponyckaHus, napa3uTHas Harpy3Ka.

4. Pacumpsiemocthb cet. MacmTabupyemMocts ceth. Jlo0aBiieHHE OTICIBHBIX JIEMEHTOB CETH (I10JIb30BaTeICH,
KOMIIBIOTEPOB, IPHIIOKEHUH, CITYkKO).

5. HapamuBaHue JUIMHBI CETMEHTOB CETH; 3aMEHA CYIIECTBYIOIIEH ammapaTypsbl.

6. YBennueHne KOJIMUECTBA Y3JI0B CETH; YBEIMUYCHUE IPOTSHDKEHHOCTH CBSI3e MEXIY 00bEKTaMH CETH.

7. TexHuueckast ¥ IpoeKTHas JoKyMeHTanys. [lacnopT TEXHUYECKUX YCTPOUCTB.

8. dusnueckas KapTa Bcel CeTH; JOTMYecKasi TOMOJIOTHsI KOMITBIOTEPHOH CETH.

9. Knmaccudukaniusi perinaMeHTOB TEXHUYECKUX OCMOTPOB, TEXHUYECKHE OCMOTPBI O0BEKTOB CETEBOM MHPPACTPYKTYPHI.
10. IIpoBepka 00bEKTOB ceTEBOM HHPPACTPYKTYPHI 1 MPOPHIAKTHYECKHE PaOOTHI

11. IIpoBenenue perynsapHoro pesepupoBanusi. O0cayxuBaHue GpU3NIECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSTHUS
anmapaTtHoro odecreveHusl; OpraHu3alys yJAICHHOTO OTOBEISHHS O HETOJIaIKax.

12. TIporpammHOe 06ecriedeHre MOHUTOPHUHIa KOMITBIOTEPHBIX CETEH M CETEBBIX YCTPOMCTB.

13. IIpotokon SNMP, ero xapakrepuctuku, popMaT coobuIeHni, Habop YCIyT.

14. 3agauun ynpasiaeHHs: aHaJIN3 IPOU3BOJIUTEIBHOCTH M HAJIE)KHOCTH CETH.

15. OGopynoBaHue I JUATHOCTUKH U CEPTU(PHUKAINK KaOenbHbIX cucTeM. CeTeBble MOHUTOPBI, IPUOOPHI AJIS
cepTU(HKAIIMN KaOEeIbHBIX CHCTEM, KaDeIIbHbIE CKaHEPBI U TECTEPHI.

B mom uucne npakmuueckux 3anamuil u 1a00pamopubvix pabom 50
1. OxoHIIOBKa Kabessi BUTas mapa




. 3agenka xabenst BUTast mapa B pO3eTKY

. KpoccupoBanne 1 MOHTaX naTd-iaHe Iy B KOMMYTAIIMOHHBIN mIkad, Ha CTEHY

. TectupoBanme kabes

. DKcIutyaTanysi TEXHUYECKUX CPEACTB ceTeBOH HHAPACTPYKTYPHI (IPUHTEPH], KOMIBIOTEPHI, CEPBEPHI)

. Beimonnenue I[eI‘/'ICTBI/II‘/'I 10 YCTPAHCHUTIO HeHCHpaBHOCTCﬁ

2
3
4
5. llopnepxka noap30BaTENEN CETH.
6
7
8

. BemmonHenne MOHUTOpPHUHTA M aHAIH3a PabOTHI JIOKATBHOMN CETH C MIOMOIIHIO POTPAMMHBIX CPEZCTB.

9. OdopmieHne TeXHUIECKOH TOKyMEHTAINH, TpaBuiia 0(hopMIIEHHS TOKYMEHTOB

10. Ilporokon ynpasnenus SNMP

11. OcHOBHBIE XapaKTEPUCTUKHU NpoTokosa SNMP

12. Ha6op ycayr (PDU) nporoxona SNMP

13. ®opmart coobuiernii SNMP

14. 3amayn ynpaBiaeHUs: aHAJIW3 OPOU3BOJUTEIBHOCTH CETH

15. 3amaym ynpaBiaeHus: aHAIU3 HAICKHOCTH CETU

16. YnparneHue 0€301aCHOCThIO B CETH.

17. Yuer Tpaduka B cetn

18. CpencTBa MOHUTOPUHIAa KOMITBIOTEPHBIX CETEU

19. CpeacTBa aHayid3a CETH ¢ HOMOIIBI0 KOMaH]l CETEBOM ONEPALIMOHHON CUCTEMBI

20. dunHanpHasE KOMIUIEKCHAS MMPAKTHYECKasi paboTa MO IKCILTyaTallid 0OBEKTOB CETeBON HHPPACTPYKTYPHI

Tema 1.2. Ikenryatanus
cucreM IP-Tesiedonun

Cooeporcanue

1. Hactpoiika H.323. Onucanne H.323 u obmue pekomennannu. OyHKIIMOHANBHBIE KOMITOHEHTHI H.323. Y craHoBKka u
nonnepxka coequaenns H.323. Coenunenns 6e3 u ¢ ucnons3zoBanneM GateKeeper. CoeMHEHUS ¢ NCTIOB30BaHHEM
Heckonbkux GateKeeper. MHoromnosnn3oBarenbckue koHdeperimu. OdecredeHrne 0TKa30yCTONYUBOCTH.

2. Hactpoiika SIP. Onucanue u o0mue pexkomenaauu. Texnonorus SIP u cBs3aHHbIC ¢ HEll cTaHAAPTHI.
OynknnonansHbie KoMnoHeHTH SIP. Coobmenus SIP. Anpecanus SIP. Mojienb ycTaHOBIIGHUS! COSAMHEHUSI.
IInanupoBaHKe 0TKa30yCTOWUYUBOCTH.

3. YcTaHOBKa M MHCTAJUISAIMS POTPAMMHOTO KOMMYTaTopa. MoHTa)KHBIe TIporietyphl. [Iporieaypbl HHCTANISAIIH.
VYnpasneHue anmapaTHeIMH cpeacTBaMu 1 iopTaMH. [Ipotokonst ynpasnenus MGCP, H.248. Co3ganne aHaIOroBbIx
aboneHTOB. BHyTpuCTaHIIMOHHAs MapIIPyTH3aLHS.

4. YipaBneHue nporpaMMHBIM KOMMyTaTopoM. MapmipyTtuzatus. [ pynms! coequauTe pHbIX THHIHA. [loakirouenne
craanuii ¢ TDM (a6onentckuit noctyn TDM). Curnanuzamus SIP, SIP-T, H.323 u SIGTRAN. IP
-a0oHeHTHl. I'pynmnbl aboHeHToB. JlonmonHuTEIbHbIE A00HEHTCKHE YCIYTH.

5. Opranuzanus sxcrryatauuu cucteM [P-tenedonmnn. Texanueckoe o0CTyKuBaHKe, MIIAHOBBIN TEKYLIHA PEMOHT,
IIJIJAHOBBIA KAIMTAJIBHBIIA PEMOHT, BHEIJIAHOBBII PEMOHT.

6. Boccranosienue paboThl ceTH mociie aBapruu. CxeMbl [oc/ieaBapUiHOTO BOCCTAHOBIICHUS Pa00TOCIIOCOOHOCTH CETH,
TEXHUYECKas ¥ MPOCKTHAs JJOKYMEHTAIIUs, CIIOCOOBI PE3ePBHOTO KOITMPOBAHUS JIAHHBIX, IIPUHIIMITEI PAOOTHI XPaHIITUII
JIAHHBIX;

59




B mom uucne npaxmuueckux 3auamuil u 1a60pamopHuix padom 50
1. Hactpoiika anmapatsbeix [P-Ttenedonos
2. Hacrpoiika mporpammasix IP-renedonos, pakcor
3. PazBepthiBanme cetu ¢ ucnonb3oBanueM VLAN s IP-tenedonnn
4. Hactpoiika nuirosa
5. YcTaHOBKa, NOJKIIOYEHUE U IEPBOHAYATIBbHBIE HACTPOHKH TOJIOCOBOI0 MapUIpyTH3aTOpa
6. HacTpoiika TaOIuITe TOIB30BaTeNel B TOJIOCOBOM MapIIPyTH3aTOPe
7. Hactpoiika rpynn B roJIOCOBOM MApUIPYTU3aTOPE
8. HacTpoiika TabnuIel MapiipyTH3alui BEI30BOB B TOJIOCOBOM MapLIpyTH3aTOpe
9. HacTpoiika rojiocoOBbIX COOOIICHMIA B MapIIPyTH3ATOPE
10. Hacrpotika nporpammHo-anmapataoii IP-ATC
11. Ycranoska u HacTpoiika nporpamMmmuoit IP-ATC (manpumep, Asterisk)
12. TectupoBanue kogekoB. VcciiejoBaHne mapaMeTpoB KaduecTBa 0OCITy)KHBaHUS
13. MOHUTOPHHT U aHAJIW3 COETMHEHUH M0 pa3aMyHbBIM IPOTOKOIAM
14. MOHUTOPHHT BBI30BOB B MPOrPaMMHOM KOMMYTaTOpe
15. Co3maHune pe3epBHBIX KOIWH 06a3 JTaHHBIX
16. J/IlnarHocTHKa U ycTpaHEeHHE HEHCIIPaBHOCTeH B cuctemax IP-renedonnu
17. duHanpHAs KOMIUIEKCHAS paKTHYecKas paboTa 1Mo 3KcIuTyaranuu cucteM |P-tenedonnn
MAK.03.02. be3zonacHOCTb 92
KOMIIBIOTEPHBIX CETeH
Tema 2.1. bezonacHocTh Cooeporcanue
KOMIIBIOTEPHBIX CeTeH 1 dyHAaMeHTAJbHbIEe IPUHIUNBI 0€30MaCHOM ceTH
CoBpeMeHHBIE YIp0O3bl ceTeBOM 0e30macHOCTH. BUpychl, 4epBH U TpOsSTHCKHE KOHU. MeToIbI aTax.
2 Be3onacHocts CeteBbIx yeTpoiicts OSI
bezonacHsiii foctyn K ycrpoiictBaM. HazHaueHue aiMUHUCTPATUBHBIX poJieii. MOHUTOPUHT U yIIpaBJICHUE
ycrpoiictBamu. Hcrionp3oBanue GyHKIUS aBTOMAaTH3MPOBaHHON HACTPOHWKH 0€30IIaCHOCTH.
3 ABTOpHU3anus, ayTeHTH(PUKANUA U ydeT 1ocTyna (AAA)
CaroiictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA 82
4 Peanuszanus TexHosoruii Opanamayspa
ACL. Texuomorus 6paramay3pa. Kontekctaorit KoHTposb noctymna (CBAC). [lonutuku 6panmMayspa
OCHOBaHHBIE HA 30HaX.
5 Peasmzanus TexHOIOTHI MPeAOTBPAIeHUsS] BTOP KEHUSI
IPS Texnonoruu. IPS curnatypsl. Peanmzanus IPS. IIpoBepka u monutopusr IPS
6 Be3onacHOCTB JIOKAJIBHOI ceTH

Obecneuenne 0€30MacHOCTH MOJIb30BATENBCKUX KOMITBbIOTEpOB. CooOpaxeHus 1o 0€30MacHOCTH BTOPOTO YPOBHS
(Layer-2). Kondurypauus 6e3onacHOCTH BTOporo ypoBHsi. bezonacHocTh 6ecripoBoHbIx cetei, VoIP u SAN




Kpunrorpaguyeckune cucreMsl
Kpunrorpaduueckue cepsucel. bazoBas menocTHOCTE U ayTeHTHIHOCTh. KoHbuaeHnmanpaoCTh. Kpunrorpadus
OTKPBITBHIX KJIFOYEH.

Peanm3anus Texnoaoruii VPN

VPN. GRE VPN. Komnonents! 1 pynknuonuposanue [PSec VPN. Peanuzauus Site-to-site [PSec VPN ¢
ncnonp3oBanneMm CLI. Peanmsanus Site-to-site IPSec VPN c¢ ucnionb3zosannem CCP. Peanmmzanms Remote-access
VPN

YnpasJenne 0e30NacHOI ceTbIO

[TpuHIHAITEI 6€30TTACHOCTH CETEBOTO AN3aifHa. bezomacHas apxuTekTypa. YpaBieHne nporeccaMu U
6e3omacHocTh. TecTupoBaHue ceTH Ha ysi3BUMOCTH. HerpepbIiBHOCTE OM3HECa, TNTAHMPOBAHIE BOCCTAHOBICHUS
aBapUIHBIX CUTYyalvid. JXU3HEHHBIN IIMKII CETH U TUIaHUpoBaHUe. Pa3paboTka periaMeHTOB KOMIIAHUU U TTIOJIUTUK
0€301acHOCTH.

10

Cisco ASA

Benenue B AnmantuBHOE ycTpoiicTBo 6e3omacHocT ASA. Kondurypanus daupBona Ha 6a3ze ASA ¢
HCIoJib30BaHueM rpadudeckoro uatepdetica ASDM. Konduryparust VPN Ha 0a3e ASA ¢ UCIosIb30BaHUEM
rpaduyeckoro naTepherica ASDM.

mom

yucile NPAKMUYecKux 3aHAmuUIL U 1a60pamopHsIX padom

CouuanbHasi UHXEHEpUs

HccenenoBanye ceTeBbIX aTaK M MHCTPYMEHTOB IIPOBEPKU 3aLUTHI CETU

HacTtpoiika 0e30macHOro J0CTyna K MapIipyTu3aTopy

O6ecneuenne aamuuucTparuBHoro gocryna AAA u cepsepa Radius

Hactpoiika nonmtuku 6e3onacHOCTH OpaHAMay3poB

Hacrpoiika cuctemsl mpegoTBpaiieHus Bropxenuii (1PS)

Hactpoiika 6€30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax

HccnenoBanne MeTo10B MMGpOBaHHS

OO NO|O|A|W NP

Hacrpoiika Site-t0-SiteVPN ucrionb3ys uatepdeiic KOMaHaHONW CTPOKH

[EN
o

bazoBas HacTpoiika nutro3a 6e3omacHocTi ASA 1 HacTporika OpaHIMaydpOB HCIIONB3Ys HHTEpGEic KOMaHTHOH
CTPOKH

11

BbasoBas HacTpoiika nuto3a 6e3onacHoctd ASA U HacTpolika OpaHaMay3poB ucnonb3ys ASDM

12

Hacrpoiika Site-to-SiteVPN ¢ oHO# CTOpOHBI Ha MapIIPYTU3ATOPE UCIIONIB3Ys MHTEP(Ec KOMaHIHON CTPOKH U C
JIPYTO# CTOPOHBI UCTIONB3Ys LT3 Oe3onmacHocTr ASA nocpenctsom ASDM

13

HacrpoiikaClientless Remote Access SSL VPNSs ucnionb3yss ASDM

14

Hactpoiika AnyConnect Remote Access SSL VPN ncrnone3ys ASDM

15

duHanpHasi KOMIUIEKCHAs J1abopaTopHas padoTa 1o 6e301acHOCTH

10




IIpumepHas TeMaTHKa CAMOCTOSITEJIbLHOM YUeOHOI paboThI:

1.
2.

Cucremarnyeckasi IpopadbOTKa KOHCTIEKTOB 3aHATHIH, ydeOHOH U CIIEIUATFHON TEXHUIECKON JIUTEPaTyPHI.
KoncnextupoBanme tekcra, paboTa co cI0BapsMHU U CIIPAaBOYHUKAMH, O3HAKOMJICHHE C HOPMATUBHBIMH JOKYMEHTaMH, y4eOHO-

HCCIieIoBaTeNbCKas paboTa Ipy caMOM HIMPOKOM MCTIONB30BaHWU MHTepHeTa 1 Apyrux | T-TeXHomoruid.

3. [IpoextHbIe hopMBI pabOTHI, MOATOTOBKA COOOIIEHIMH K BRICTYIUICHHIO HA CEMHHAPaX M KOH(EPEeHIINAX; IIOATOTOBKa pedepaTos,
JOKJIAJIOB.
4. [ToaroroBka Kk J1a0OPaTOPHBIM M MPAKTUYECKUM padOTaM C UCIOJIb30BAHUEM METOIUYCCKUX PEKOMEHIAIIH MpernojaBaTels,

odopmiieHUe 1Tab0PATOPHO-IPAKTHUYSCKUX PabOT, OTYETOB U MOATOTOBKA K UX 3aIlUTE.

Y4yeOHasn mpaKkTHKA
IIpuMepHbIii MepeyeHb PadoT:

1.

©oNo g k~wN

-
©

11.

Hactpoiika npaB noctymna.
OdopmieHne TeXHIIECKOH JOKyMEHTALNH, IIPaBriIa 0hOpMIIEHHUS JOKYMEHTOB.
Hactpoiika ammapaTHOTo u mporpaMMHOTO 00ECTICUEHHS CETH.

Hacrpoiika ceTeBoii KapThl, UMSI KOMIIBIOTEPA, paboyasi TpyIia, BBeleHHe KoMIbloTepa B domain.

IIporpamMMHasl TUarHOCTUKA HEUCIIPABHOCTEM.

AmmapatHasi TMarHOCTHKa HEMCIIPaBHOCTEH.

ITouck HencnpaBHOCTEN TEXHUUECKUX CPEJCTB.

Brinonsenve 1eHCTBUMN 110 YCTPAHEHHUIO HEUCTIPABHOCTEN.
Hcnonp3oBaHue akKTHBHOTO, TACCUBHOTO 000PYIOBAHUS CETH.
VYcrpaHeHue napa3suTHPYIOIIEH HArpy3Ky B CETH.
[TocTpoenue Gpu3nIecKor KapThl JIOKAJILHOM CETH.

108

IIpou3BoacTBeHHasl MPAKTHKA pa3esia
IIpumepHblii nepeyeHsb padoT:

O 001N N B WK —

. YcTraHOBKa Ha cepBephl U padovHe CTAaHIMU: ONIEPAIlMOHHBIC CUCTEMBI M HEO0XOIUMOE [T PabOTHI IPOrpaMMHOE 00ecTIeYeHHE.
. OcymiecTBieHre KOHQUTYPUPOBAHUS IIPOTPAMMHOTO 00ecTieYeH sl Ha cepBepax U pabounX CTaHIHSIX.

. Ilognepxka B paboTOCIIOCOOHOM COCTOSTHMM NPOTrPaMMHOE 00eCIIeYeHre CEPBEPOB U pabOUMX CTAHLHM.

. Peructpaums nonp3oBaTesneil J0KaIbHON CETH M IOYTOBOTO CepBepa, Ha3HauaeT NAECHTU(OUKATOPHI U HAPOJIH.
. YcTaHOBKa MpaB JOCTYyTa U KOHTPOJIb MCIIOJIb30BAaHUS CETEBBIX PECYPCOB.

. ObecnieueHre CBOEBPEMEHHOTO KOIMMPOBAHMS, apXUBUPOBAHNUS U PE3CPBUPOBAHUS TaHHBIX.

. IlpunHsiTHe Mep 10 BOCCTAaHOBJIEHUIO pab0OTOCTIOCOOHOCTH JIOKAJIBbHOM CETH NPH cOO0SX MM BBIXOAE U3 CTPOS CETEBOI0 000pYyI0BaHUSI.
. BeisiBienne ommbok mosp30BaTeNeii 1 MporpaMMHOTo 00eciedeH s ¥ MPUHITHE Mep TI0 WX WCIPABIICHHIO.
. [IpoBeeArie MOHUTOPWHTA CETH, Pa3padaThIBaTh MPEATIOKEHHS 110 PA3BUTHIO HHPPACTPYKTYPHI CETH.

10. ObGecrnieuenne ceTeBoi 6€30MacHOCTH (3aIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYMA K HH(POPMALIMH, TPOCMOTPa WK U3MEHEHHsI CUCTEMHBIX (ailioB

W IaHHBIX ), 0€30MACHOCTh MEXKCETEBOI'0 B3aUMOICHCTBHSI.
11. OcymiecTBieHre aHTHBUPYCHOM 3aIIMTHI JTOKAJIbHON BEIYUCINTENBHOM CETH, CEPBEPOB M paO0OUMX CTAHITHIMA.
12. JIoOKyMEeHTUPOBaHUE BCEX MPOU3BEICHHBIX ACHUCTBUI.

108

HpOMe)KyTO‘IHaH aTTrecranus
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3. YCJIOBUs PEAJIM3AIIUU ITPOI'PAMMBI IIPO®ECCHUOHAJIBHOI'O MO YJISA

«IM.03 IKCIIJIVATAIIHA ObbEKTOB CETEBOU HH®PACTPYKTYPbI»

3.1. [Ias peaqu3auuy NporpaMMbl NpogecCHOHAIBLHOT0 MOY IS MPeIyCMOTPEHbI
cjenylonue cnenuaibHbie MOMeleHus :

Jlaboparopuu «OpraHuzaiyss W TPUHIMIB MOCTPOCHUS KOMITBIOTEPHBIX CHUCTEM», OCHAIICHHBIC B
cootBercTBUH C 1. 6.1.2.1. [Ipumepnoii nporpammel no cneruanbHocTy 09.02.06 «CeTeBoe U CUCTEMHOE
aJIMAHUCTPUPOBAHKE.

OcHamiennble 0a3bl MPakTUKHA, B cooTBeTcTBUU ¢ 1 6.1.2.3 IIpumepHOil mporpaMmbl Mo
crrernanbHOCcTH09.02.06 «CeTeBoe U CHCTEMHOE aTIMUHUCTPUPOBAHNE).

3.2. UndopmanuoHHoe o0ecnedeHue peain3alMi NPorpaMMbl

Jns peanuzanuu mporpaMMbl  OMOIMOTEeUHBbIM (OHIA 00pa3oBaTENbHOW OpraHU3alUHd HMEET
neyaTHbIe W/MIIH 3JIeKTPOHHBIE 00pa3oBaTelbHble U MH()OPMALMOHHEIE PECYPCHl, PEKOMEHIYyEeMBbIE IS
HCIIOJIb30BaHUS B 00pa30BaTEIbHOM IIPOIIECCE.

3.2.1. IleuaTHble M31aHUA

1. Hazapor A.B., MensaukoB B.I1., KynpusiHos A.W. DxcnnyaTtanust 00bEKTOB CETEBOM
uHpactpykrypsl OUL «Axagemusy. 2014.

4. KOHTPOJIb U OLIEHKA PE3YJIbTATOB OCBOEHHUA IIPO®ECCHOHAJIBHOI'O MOAYJIA

«(lIM.03 DKCILIIYATAIIHA ObbEKTOB CETEBOH HH®PACTPYKTYPbI»

Koz n HaumeHoBaHue
po(ecCHOHAIBHBIX U OOIIUX
KOMIIETeHINH, (OPMUPYEMBIX B Kpurepun ouenkn MeTonpl OLIEHKH
paMKax MOMyJIs

IIK 3.1. YcTaHaBnuBaTh, OrneHka «OTJIAMYHOY - Ok3amen/3aueT B hopme
HACTpauBaTh, OKCILTYaTUPOBATb | TeXHUYECKOE 3aJaHUE cobeceioBaHus:
U 00CITY/KUBATH TEXHHYECKUE H | 11n6anami3upoBaHo, IPAKTHYECKOE 3aaHKE 10
MpOrpaMMHO-anapaTHbIE
. | anmroput™ pa3paboTaH, MOCTPOCHUIO AJIFOPUTMA B
CPEICTBA KOMITBIOTEPHBIX CETEH.
COOTBETCTBYET COOTBETCTBHH C TEXHUYESCKUM

TEXHUYECKOMY 33JJaHHI0 U | 3aJaHHEeM
0 OopMIIEH B COOTBETCTBUH
CO CTaHAapTaMH, OSICHEHBI
€ro OCHOBHBIE CTPYKTYPBHI.

O1eHKa «XOpoIIo) -
3ammuTa 0T4ETOB TI0

aJTOPUTM pa3padoTaH, MpAKTHUECKHM H

0o(OpMIIEH B COOTBETCTBUU
bop nmabopaTOpHBIM paboTam
CO cTaHAapTaMH U

COOTBETCTBYET 3a/IaHUIO,

MTOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBHIL.
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OrneHka
«YOBJIETBOPHUTEJIbHO) -
aJrOpuUTM pa3paboTaH u
COOTBETCTBYET 33JaHHUIO.

1IK 3.2. IlpoBoauTh

PO HITaKTHIECKUE pabOTHl Ha

00BEKTaX CEeTEeBOM
HHPPACTPYKTYPHI U pabouux
CTaHIIMSAX.

Ol11eHKa «OTJIUYHOY -
TEXHUYECKOE 3aJaHHE
MPOaHAJIM3UPOBAHO,
aNropuTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 33JaHHIO U
0(hopMIIEH B COOTBETCTBHH
CO CTaHAapTaMH, IOSCHEHBI
€ro OCHOBHBIE CTPYKTYPBIL.

O1eHKa «XOpOIO0 -
aJrOpuTM pa3paboTaH,

0o opMIIEH B COOTBETCTBHU
CO CTaHJapTaMH H
COOTBETCTBYET 3aJIaHHIO,
IIOSAACHEHBI €I'0 OCHOBHBIC

CTPYKTYPBL.

Onenka
«Yy/IOBJIETBOPUTEIHHO -
aNTOPUTM pa3paboTaH U
COOTBETCTBYET 3a1aHHUIO.

Ok3amen/3aueT B hopme
co0eceoBaHus:
MPaKTHYECKOE 3a/IaHKE 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHHU C TEXHUYECKHM
3aJ1aHleM

3ammura 0T4ETOB IO
MPAKTUICCKUAM U
na00paTOPHBIM paboTaM

IIK 3.3. YcraHaBIHUBaTh,

HaCTpanBaTh, SKCIINTyaTUPOBATh

1 00CITy)KHBATh CETEBBIC
KOHQUTYpaluu

OI1IcHKA «OTJIHYHOY -
TEXHUYECKOE 3a/IaHHe
NPOaHATM3UPOBAHO,
aJIrOpUTM pa3paboTaH,
COOTBETCTBYET
TEXHHUYECKOMY 3a/IaHHIO
o(opMIIEH B COOTBETCTBUU
CO CTaHIapTaMH, MOSICHEHBI
€r0 OCHOBHBIE CTPYKTYpBI.

OrneHka «Xopomo» -
aJTOPUTM pazpadoTaH,
0(OpMIIEH B COOTBETCTBUH
CO CTaHIAPTaMU H
COOTBETCTBYET 3a/IaHUIO,
MOSICHEHBI €r0 OCHOBHBIE

CTPYKTYPBI.

OrneHka
«YOBJIETBOPHUTEIBLHO) -
aNrOpuTM pazpaboTaH u
COOTBETCTBYET 3aaHHUIO.

Ok3amen/3aueT B hopme
cobece10BaHHUS:
MPaKTHYECKOE 33/1aHHE T10
MOCTPOCHUIO aliTOpPUTMa B
COOTBETCTBHHU C TEXHUYECKHM
3a1aHHeM

3ammTa OT4ETOB 110
MPAKTUIECKAM H
nabopaTopHBIM paboTam
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1IK 3.4. YdacTBOBaTh B
pa3paboTKe CXEeMBI
[IOCJIEaBaPUIHOIO
BOCCTaHOBJICHHSA
paboTocroco0HOCTH
KOMITBIOTEPHOM ceTH,
BEITIONHSATH BOCCTAHOBJICHUE 1
pe3epBHOE KOTIMPOBAHUE
nHpOopMaIuu.

OrneHKa «OTIHIHO -
TEXHUYECKOE 3aaHue
MPOaHaIM3uPOBAHO,
aJTOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJaHHIO U
0(hopMIIEH B COOTBETCTBHH

CO CTaHAapTaMH, IMOSACHCHLI

€TI0 OCHOBHBIC CTPYKTYPHI.

OrneHka «X0pomo -
aJTOPUTM pa3padoTaH,

0 OopMIIEH B COOTBETCTBUH
CO CTaHJapTaMH H
COOTBETCTBYET 33J]aHHIO,
IIOACHEHBI €I'0 OCHOBHBIC

CTPYKTYPBHI.

Onenka
«y/IOBJIETBOPUTEIBLHO -
aJrOPUTM pa3paboTaH u
COOTBETCTBYET 33JaHHUIO.

Ok3amMen/3aueT B hopme
co0ece0BaHMUA:
MPAaKTUYECKOE 3aaHuE 0
MIOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHHU C TEXHUYIECKHM
3aJJaHieM

3ammTa OT4ETOB I10
MPAKTUIECKAM H
nabopaTopHBIM paboTaM

1IK 3.5. Y4acTBOBaThH B
pa3paboTKe cXembl
MocjeaBapuiHOrO
BOCCTaHOBJICHUS
paboTOCIIOCOOHOCTH
KOMIIBIOTEPHOM CETH,
BBITIOJIHSITH BOCCTAHOBJICHUE U
pe3epBHOE KOMMMPOBaHHE
WHPOPMAIIUH.

O11eHKa «OTJIHYHOY -
TEXHUYECKOE 3a/IaHHe
NPOaHATM3UPOBAHO,
aJIrOPUTM pa3palboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aIaHHI0 U
o(opMIIEH B COOTBETCTBUU

CO CTaHAapTaMH, MOSACHCHBI

€r0 OCHOBHBIE CTPYKTYPBL.

OLeHKa «XOpoLIo) -
aJIrOPUTM pa3palboTaH,
0o(OopMIIEH B COOTBETCTBUU
CO CTaHJapTaMH U
COOTBETCTBYET 3a/IaHUIO,
MTOSICHEHBI €T0 OCHOBHBIC

CTPYKTYPBI.

Ornenka
«YOBJIETBOPHUTEIBLHO) -
aNIrOpuTM pazpaboTaH u
COOTBETCTBYET 3aaHHUIO.

Ok3amen/3aueT B hopme
co0ecemoBaHus:
MPaKTHYECKOE 33/1aHHE T10
HIOCTPOCHHUIO AJITOPUTMA B
COOTBETCTBHHU C TEXHUYECKHM
3aJJaHiEM

3ammuTa 0T4ETOB IO
MPAKTUICCKUM U
na00paTOPHBIM paboTaM
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1IK 3.6. BEIONHATH 3aMEHY
pacxXoJHbIX MaTepUaIoB U
MEJIKHI PEMOHT MepugepuitHoro
000pyIOBaHWsI, OTIPEAETISATH
ycTapeBiee 000pyIoBaHIE U
MIpOrpaMMHBIE CPEJICTBA CETEBOU

WH(GPACTPYKTYPHI.

OrneHKa «OTIHIHO -
TEXHUYECKOE 3a1aHue
MPOaHaIM3uPOBAHO,
aJTOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJaHHIO U
0(hopMIIEH B COOTBETCTBHH
CO CTaHAapTaMH, TIOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

OrneHka «X0pomo -
aJTOPUTM pa3padoTaH,

0 OopMIIEH B COOTBETCTBUH
CO CTaHJapTaMH H
COOTBETCTBYET 33J]aHHIO,
IIOSAACHEHBI €I'0 OCHOBHBIC

CTPYKTYPBHI.

Onenka
«y/IOBJIETBOPUTEIBLHO -
aJrOPUTM pa3paboTaH u
COOTBETCTBYET 33JaHHUIO.

Ok3amMen/3aueT B hopme
co0ece0BaHMUA:
MPAaKTUYECKOE 3aaHuE 0
MIOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHHU C TEXHUYIECKHM
3aJJaHieM

3ammTa OT4ETOB I10
MPAKTUIECKAM H
nabopaTopHBIM paboTaM
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OK 01. Beibupats

CITOCOOBI PEIICHMS 33124

PO eCCHOHATTEHOM
JESATSILHOCTH,
MPUMEHUTENIBHO K
Pa3INIHBIM KOHTEKCTAM.

— 000CHOBaHHOCTh TIOCTAHOBKH IIEITH,
BEIOOpA U IPUMEHEHHS METOJIOB U
CIroco0oB pemeHus mpodeccHoOHATBHBIX
3a1a4;

- aJIeKBaTHasl OIIEHKa M CaMOOLICHKa

3¢ (EeKTUBHOCTH U Ka4eCTBa
BBITTOJTHEHUS IPO(eCCHOHATIBHBIX 3a/1a4

OII 02.0OcymiecTBisITh
[TOMCK, aHAJIN3 U
HHTEPIIPETALIUIO
nHpopMaIuy,
HEOOXOMMMOM ISt
BBITIOJIHEHHS 3a/1a4

- MCTIONTb30BaHUE PA3THIHBIX
WCTOYHHUKOB, BKJIFOUAs 3JICKTPOHHBIE
pecypcel, Meauapecypcesl, InTepaeT-
PECypChl, IEPUOANYECKIE U3TAHNS IO
CHEUUAIBHOCTH ISl PEIICHHS
npogecCHOHANBHBIX 3a1a4

PO eCCHOHATTEHOM

EATENBHOCTH.

OK 03. [TnanupoBath u - IEMOHCTpAIUs OTBETCTBEHHOCTH 32
pcaJu30BhIBAThH MIPUHSATHIC PEIICHUS

COOCTBEHHOE - 000CHOBAaHHOCTb CaMOAaHaJIN3a U

npodeccuoHanbHOE U
JUYHOCTHOE Pa3BHUTHE.

KOPPEKIMS pPe3yJIbTaTOB COOCTBEHHOMN
paboTsl,

OK 04. Paborats B
KOJUIEKTHBE M KOMaHE,
3 HEKTHBHO
B3aMMO/IEMCTBOBATH C
KOJUIETaMHU,
PYKOBOJICTBOM,
KJIMCHTaMM.

- B3aUMOJeHCTBUE ¢ 00YJarOLIMMUCS,
IpenojaBaTeNs MU U MacTepaMu B X0J€
00y4eHus1, ¢ pyKOBOAUTEISIMH yueOHOM
Y IIPOU3BOJICTBEHHOM IIPAKTUK;

- 000CHOBaHHOCTH aHAIIM3a PabOTHI
YJIEHOB KOMaH/b! (TIOAYNHEHHBIX )

OK 05. OcymiecTBiATh
YCTHYIO ¥ TUCEMEHHYIO
KOMMYHUKAIIHIO Ha
TOCYJIapCTBEHHOM SI3BIKE
C y4eToM ocoOeHHOCTeH
COLIMAJILHOIO 1
KYJIBTYPHOTO KOHTEKCTA.

-rPaMOTHOCTb YCTHOM U MUCBMEHHOMN
peun,

- ICHOCTH (QOPMYITHPOBaHUS U
W3JI0KEHUS MBICIIEN

OK 06. IIposBnsaTts
rpaXJaHCKO-
MaTPUOTHUYECKYIO
HO3ULUIO,
JeMOHCTPHUPOBAThH
OCO3HAHHOE II0BE/ICHUE
Ha OCHOBE

- coOJIr0IcHNEe HOPM TTOBEACHUS BO
BpeMsl YUeOHBIX 3aHATHHA U
MIPOXOXKICHUS YISOHOH 1
MPOU3BOJICTBEHHOM MPAKTHK,

00I11e4eTI0BEYECKUX

LIEHHOCTEM.

OK 07. CopneiicTBOBaThH - 3)PEKTHBHOCTH BBITIOJHEHHS MTPABUIT
COXPAHEHUIO Tb Bo Bpems y4eOHBIX 3aHATHIA, IPU
OKpYy>Karolei cpesl, MIPOXOKACHUH yueOHOM U
pecypcocOepeKeHto, MPOU3BOJICTBEHHOH MPAKTHK;

3¢ heKTUBHO - 3HAHUE ¥ UCIIOIH30BaHNE
JeiCTBOBAThH B pecypcocOeperaromux TEXHOJIOTHH B
Ype3BbIYaHBIX 001aCTH TeNIEKOMMYHUKALMN
CUTYaIIUsIX.

OK 08. Mcnonb3oBath
cpeacTBa pU3MYECKON
KYJIBTYPBI 11
COXpaHEHHUS U
YKpeIUIeHHsI 310POBbS B
mporecce

- 3(h}exTHBHO UCTIOTL30BATH CPEACTBA
(hM3UYECKO KYJIBTYPHI IS COXPAHECHUS
Y YKPETUICHUS 3I0POBbBS B IPOIECCE
npo¢ecCHOHANTEHON ISATENLHOCTH U

Mo IJIepKaHUe HEOOXOAUMOTO YPOBHS
(hM3UYECKOI MOTOTOBIEHHOCTH.

HaTepnperanus
pe3yIbTaTOB HAOIIOCHIH
3a IeATeNbHOCTBIO
00yJaroIerocs B mporecce
OCBOGHHS
o0Opa3oBaTeIbHOMN
IpOrpaMMBbl

DKcrnepTHOE HAOIOICHUE H
OLICHKA Ha JJADOPaTOPHO -
MPAKTUICCKUX 3aHATHSX,
MIPH BBITOJITHEHUH padoT 1o
yueOHOM U
MPOU3BOACTBEHHOM
MPAKTUKAM

DK3aMeH
KBaTN()UKAIIMOHHBII
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npodeccuoHaTbHON
JeSATeTbHOCTH U

noJAep>KaHue
HEO0XOIMMOTO YPOBHS

(hm3uaecKoi

MTOATOTOBJICHHOCTH.

OK 09. Mcnonb3oBatsk - 3 PEeKTHBHOCTH MCIIOIB30BAHUS
WHPOPMAaLTUOHHBIE WHPOPMATUOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH B TEXHOJIOTHHA B PO ECCHOHATTEHOM

PO eCCHOHATTEHOM JIeSITEIIbHOCTH COTIIaCHO (hOpMHUpYyEMBIM
JesITEIbHOCTH. YMEHUSIM U TI0JIy4aeMOMY

IMMPaKTHUICCKOMY OIIBITY,

OK 10. ITonp30oBaThCS
npodeccuoHaIbHON
JOKyMEHTaIuei Ha
TrOCYJapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

- 3(ppeKTHBHOCTP NCIIOJIH30BAHUS B
po(heCCUOHATBHON NEATEIbHOCTH
HEOOXOINMOM TEXHUYECKON
JIOKyMEHTAIIIH, B TOM YHCJIe Ha
AHTIIUHCKOM SI3BIKE.

OK.11. IlnanupoBath
MpeaNpUHUMATEIBCKYIO
NeSITEITbHOCTD B
npoecCuoHaIbHON

chepe

- 3¢ QEeKTHBHO TUIAHUPOBATh
mpeaANnpUHNUMATCIBCKYIO ICATCIIbHOCTL B
npoeccuoHanpHOM chepe mpu
MPOBENECHUH PabOT 110
KOHCTPYHUPOBAHUIO CETEBOM

WHPPACTPYKTYPHI
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